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ABSTRACT
In this paper, a new blind scaling based watermarking approach is
presented. The host signal is assumed to be stationary Gaussian with
ﬁrst-order autoregressive model. Partitioning the host signal into two
separate parts, the data is embedded in one part and the other is kept
unchanged for blind parameter estimation. Driving the distribution
of the decision variable we have suggested a maximum likelihood
decoding algorithm which is independent of the host signal distribution and can be applied for any transform domains. The proposed
algorithm is applied to both artiﬁcial Gaussian autoregressive signals as well as various test images. Experimental results conﬁrm the
independence of the decoder performance to the host signal distribution and its great robustness against common attacks.
Index Terms— Watermarking, Gaussian Ratio distribution,
scaling based embedding, Maximum likelihood decoder.
1. INTRODUCTION
Effective digital watermarking requires matching of the watermark
signal characteristics to those of the carrier signal. Various tradeoffs of watermarking have been thoroughly investigated in the last
decade. An essential mechanism of attaining robust and/or highcapacity watermarking resides in selecting image features that can
bear larger changes without much reﬂecting it perceptually and
that are more immune to innocent or intentional attacks [1]. Two
known ways to implement this principle are: multiplicative method
[1] and scaling-based approach [2]. These approaches are often
applied in some transform domain, which has the advantage of energy concentration in a few robust components of the host signal.
Since correlation detection is suboptimal for both multiplicative
and scaling-based watermarking, several alternative optimum and
locally optimum decoders have been proposed [1], [3], and [4].
Recently, a heuristic multi-bit data hiding method based on the
multiband wavelet transform and the empirical mode decomposition
is introduced [5]. However, these approaches suffer from the gain
attack which usually occurs in the transmission channel.
In this paper, we introduce a distribution independent blind data
hiding scheme coupled with a maximum likelihood decoder. The
host signal is assumed to be a ﬁrst-order Gaussian autoregressive
process. To instrument a blind decoder, the host signal is divided
into two patches so that the unmodiﬁed portion is used for parameter estimation, while its twin portion bears scaling-based watermark
signal. The detector uses a decision variable resulting from the sum
of samples, which under Central Limit Theorem (CLT) converges
to a Gaussian variate. Under this assumption we introduce a Distribution Independent Optimum Decoder (DIOD) that works under
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any kind of distribution model such as Gaussian and GGD and in
any transform domain such as wavelet, contourlet, ridgelet, and FFT.
The proposed decoder is shown to be highly robust against common
attacks.
2. SIGNAL MODELING
In this section we introduce the model we consider for our watermarking algorithm. We assume that the base signal is Gaussian with
ﬁrst order Markov. The carrier model, v, results from the sum of
samples of two correlated signals. This watermark carrier signal
model is independent of the distribution of the host signal. This
opens a wider vista in that the carrier can be created from any multimedia signal, be it speech, audio, image in spatial domain or transform domain such as FFT, DCT, DWT, contourlet, ridgelet, etc.
Let, u be a ﬁrst order Markov sequence with mean μu , variance
σu2 , and correlation coefﬁcient ρu . The N samples u1 , u2 , ..., uN
are split between two subsequences a and b consisting of the odd
and even indexed terms, respectively: ai = u2i−1 , bi = u2i , i =
1, 2, ..., N2 .
Now, let’s deﬁne the cumulative sums of the subsequences: x =
 N2
 N2
 N2
 N2
i=1 ai =
i=1 u2i−1 and y =
i=1 bi =
i=1 u2i and v as:
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It is of great interest that the above deﬁnition makes our watermarking method highly robust against gain attack as the gain attack
scales both x and y equally and do not affect v.
The Central Limit Theory (CLT) suggests that for a sufﬁciently
large N , x and y are Gaussian random variables with mean, variance,
and correlation coefﬁcient as:
μ = μx = μy =
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2
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Thus, the numerator and denominator of v are two correlated
normal random variables for large N .
Under small coefﬁcients of variation (CoV), that is,
and
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which is the ratio of two
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3. PROPOSED BLIND WATERMARKING METHOD
3.1. Watermark embedding
The watermark is embedded by scaling the amplitude of the host signal in accordance with the message bit [2]. We assume a stationary
Markov 1 sequence for the host signal u. Given this cover sequence,
we extract alternating subsample sequences a and b with odd and
even indices, ai = u2i−1 , bi = u2i . Then we embed data only in
the a sequence based on the following scaling strategy:
Fig. 1. Matching of the histogram of the v and the Gaussian approximation with mean and variance, respectively, in (5) and (7).
correlated random variables, for the case of non-zero means can be
well approximated by a Gaussian distribution as:
f (v) = √

− 1 (v−μv )2
1
e 2σv2
2πσv

(3)

This condition as veriﬁed in Section 5 is hold as an example case for
the DWT wavelet approximation coefﬁcients which have small coefﬁcients of variation. The parameters μv and σv2 of the approximated
Gaussian distribution can be derived as follows.
Lets deﬁne Δx = x−μx , Δy = y−μy , and Δv = v−μv . For a
stationary process one has μx = μy and σx = σy ; furthermore small
CoV implies that x and y signal excursions around their respective
means are small, i.e., Δx
 1. Thus we have μv + Δv = μμxx +Δx
,
μx
+Δy
which can be approximated as:
μv +Δv  (1+

Δx
Δy
Δx Δy ΔxΔy
)(1−
)  (1+
−
−
) (4)
μx
μx
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Taking the expectation of both sides of (4) and considering the fact
that As E(Δx) = E(Δy) = E(Δv) = 0, and E(ΔxΔy) =
ρxy σx σy , we have:
μv = 1 −
where A =

2
σx
.
μ2
x

ρxy σx2
= 1 − ρxy A
μ2x

(5)

Subtracting (4) from (5), we have:
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−
−
+
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(6)

Using zero skewness of Gaussian x and y variates, we have
E(Δx2 Δy) = E(ΔxΔy 2 ) = 0 and considering the fourth moment
of Gaussian we obtain E(Δx2 Δy 2 ) = σx4 (1 + 2ρ2xy ). Finally, we
can write the variance of the v variate:
σv2

σx4 (1 + ρ2xy )
σx2
ρxy σ 2
+
−2 2 x
2
4
μx
μx
μx

=

E(Δv 2 ) = 2

=

(2 − 2ρxy )A + (1 + ρ2xy )A2

(7)

Fig. 1 compares the histogram of v (bars) for a sample set of
parameters μu = 1, σu = .2, and ρu = .7 with the Gaussian
approximation using (5) and (7). The good match between these
two curves is an indication of the viability of this approximation.
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ai =

ai · α
ai · α1

For embedding 1
For embedding 0

(8)

where α is the strength factor and is larger than 1. Replacing a
with a in u yields the watermarked signal u . Therefore half of the
samples are used for data hiding while the intact other half b lets as
a reference.
3.2. Watermark decoding with Distribution Independent Optimum Decoder (DIOD)
Our ML-based decoder uses the cumulative sum statistics as in Section 2. The detector is then optimal for all distributions for which
the sum of sequence terms converges rapidly enough to a Gaussian
distribution.
The received sequence u = u + n consists of the embedded subsequence u contaminated by zero mean Additive White
Gaussian Noise(AWGN) n. Let’s denote the subsequences with
odd and even indices as a and b , respectively, and their sums
 N2 
 N2 

as x =
=
i=1 ai and y
i=1 bi . Under certain regularity
conditions the x and y  variables will behave as Gaussian random
variables no matter what the distribution of u.
The means and variances of these two random variables are calculated as μx |1 = αμx , μx |0 = α−1 μx , μy = μy = mux ,
2
2
2
σx2 |1 = α2 σx2 + σN
, σx2 |0 = α−2 σx2 + σN
, and σy2 = σx2 + σN
,
where the conditional variable is the polarity of the embedded bit. In
2
these deﬁnitions σN
is the noise term in x and y  . This noise term
2
can be shown to be σN
= N2 σn2 , where σn2 is the variance of the
AWGN channel noise n. As given in [2], σn2 can be easily estimate
using the robust median estimator.
Moreover, The correlation coefﬁcients between x and y  under
1 and 0 embedding, represented by ρ|1 and ρ|0 , can be computed in
a straightforward way as in Section 2.
These are two correlated Gaussian random variables, x and
y  . If we consider their ratio v  = xy , we revert to the model
described in Section 2 and we can use the Gaussian distribution
function suggested in(3). Accordingly, the ML decoder is given by
f (v  |1) ≷10 f (v  |0). After some simpliﬁcations the ML decoder
takes the form:
μ2v|1 μ2v|0
μv|0 μv|1
σv|1
1
−
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2
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+(
− 2 )
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2
2
2
2
2
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(9)
where μv|1 , μv|0 , σv|1 , and σv|0 are the mean and variance of v
for ‘1’ or ‘0’ embedding and can be computed in a similar way we
compute μv and σv in Section 2.
The host signal parameters μu , σu , and ρu are needed to detect the embedded bits. We can estimate these parameters from the
reference signal bi , as:


σ̂ 2 + σ 2
2
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μ̂u = μb , σ̂u = max(σb − σn , 0), ρ̂u = ρb u 2 n
σ̂u

(
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−
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)v 2 − 2(
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Fig. 2. Probability of error of different version of the DIOD for two
test cases 1) μu = 1, σu = 0.2, ρu = 0.9, 2) μu = 1, σu = 0.1,
ρu = 0.7. (a) DWR=25 dB, (b) DWR=14 dB.

(a)

(b)

Fig. 3. Probability of error of the DIOD for six different i.i.d
signals with the distributions of Gaussian, Laplacian, GGD with
β = {0.5, 0.7, 1.5, 2.5}. (a) DWR=25 dB, (b) DWR=14 dB.
In conclusion, the proposed detector is optimal in the ML sense
for any distribution of the u parent sequence that becomes Gaussianlike when summed over N/2 terms. We call this proposed decoding
method as Distribution Independent Optimum Decoding (DIOD). Its
distribution independence makes it suitable for implementation in
different transform domains with any kind of distribution. Even it
provides an optimum decoding for signals which has no speciﬁc distribution such as ridgelet coefﬁcients.
It is noteworthy that here we considered odd indexed terms for
data embedding and the even index terms for parameter estimation
to ﬁnd a closed form solution for the correlated host signal u. For the
case of independent and identically distributed (iid) signal, we can
use any two random subsets of coefﬁcients and only embed data in
the coefﬁcients of one subset and utilize the other one for parameter
estimation. The indices of these subsets are produced by a random
generator and the seed is sent to the decoder side through a secure
channel. This way we can improve the security of the proposed technique. Moreover, for the case of the correlated signals, we can still
implement these random subsets but we may have a a non-closed
form solution.
4. PERFORMANCE EVALUATION
In this section, we investigate the performance of our watermarking
method under AWGN attack of various strength. We ﬁx Documentto-Watermark Ratio (DWR) in an experiment and plot the performance as a function of Watermark-to-Noise Ratio (WNR). We cal-

Fig. 4. (a)Original and (b) watermarked test images: Barbara, Baboon, Bridge, and Plane.
culate 9 for two Gaussian ﬁrst-order Markov sequences, namely, for
the parameter sets μu = 1, σu = 0.2, ρu = 0.9 and μu = 1,
σu = 0.1, ρu = 0.7. We test our DIOD decoder with DWRs of 25
dB and 14 dB. The results for WNRs in the range of [−12, −1] are
given in Fig. 2. We can see our decoder is highly robust even for
very low WNRs.
Next, we explore the performance of the DIOD decoder for
different cover sequence distributions to substantiate the claim that
our decoder is universal, that is, independent of the distribution. To
verify this property, we test with distributions common in signal
processing such as Gaussian, Laplacian, and Generalized Gaussian.
The GGD distribution is a good model for the transform coefﬁcients such as wavelet and contourlet. It is as GGσx ,β (x) =
β

C(σx , β)e−[α(σx ,β)|x−μ|] , where α(σx , β)
C(σx , β) =

βα(σx ,β)
1) ,
2Γ( β

=

Γ( 3 ) 1

σx−1 [ Γ( β1 ) ] 2 ,
β

and σx is the standard deviation of x, β

is the shape parameter, and Γ(t) is the Gamma function.
We test the performance of our universal decoder for six different i.i.d GG with shape parameter varying over β = {0.5, 0.7, 1.5, 2.5},
which include the Gaussian and Laplacian cases. In all cases we
set μu = 1 and σu = 0.2. The results, given in Fig. 3 show that
the proposed watermarking under with different DWRs and noise
powers WNRs, has a high robustness against AWGN attack.
5. EXPERIMENTAL RESULTS
In order to evaluate the performance of the proposed technique on
real condition, we have applied our watermarking method on several
image signals and test theirs performance against various kinds of
attacks. These results are obtained by averaging over 100 runs with
100 different pseudorandom binary sequences as the watermarking
signal. We use Daubechies length-8 Symlet ﬁlters and embed the
watermark information in the second approximation level using (8).
For this study, we use four natural images (Barbara, Baboon,
Bridge, and Plane) of size 512 × 512. The original test images and
their watermarked version using the proposed method with 16 × 16
block size and 64 bits message length are shown in Fig. 4. The
strength factor α is ﬁxed at 1.14 and it is assumed known to the
decoder. The mean Peak-Signal-to-Noise-Ratio (PSNR) of the watermarked images are 41dB, 38dB, 35dB, and 36dB respectively.
First of all, we test the small coefﬁcients of variation (CoV) assumption we made for the ratio signal in section 2. To this aim, the
parameter A =
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2
σu
μ2
u

versus different approximation levels is plotted

Table 1. BER(%) Results of OD decoder under ﬁltering attacks
Image
Barbara
Baboon
Bridge
Plane

Fig. 5. Verifying the assumption of small A =
approximation levels.

2
σu
μ2
u

Median Filtering
3×3
5×5
0.00
0.00
0.00
0.00

2.39
5.03
1.59
0.06

Gaussian Filtering
3×3
5×5
7×7
0.00
0.00
0.00
0.00

0.00
0.00
0.00
0.00

0.00
0.00
0.00
0.00

for different

(a)

(b)

Fig. 7. Comparison between the proposed method and two other
techniques: MWT-EMD method [5] and CSB [6] for Baboon test
image under (a) JPEG compression, (b) AWGN attack.

(a)

(b)

Fig. 6. Robustness of the proposed DIOD decoder for various test
images under (a) JPEG compression attack, (b) AWGN attack.
in Fig. 5 for various test images. In this ﬁgure the zero approximation level represents the original image as host signal and further
levels are ﬁrst, second, and third approximation level of DWT decomposition. The validity of the assumed small A value is obvious
in this ﬁgure.
Fig. 6 depicts the robustness results respectively against JPEG
compression and AWGN attacks. The notable robustness of the
DIOD method even against very low quality factors such as Q =
10% and intense noise attacks with σn = 50 veriﬁes its outstanding
quality for watermarking real signals.
Table 1 show the BER results of median ﬁltering, and Gaussian
low-pass ﬁltering attacks for different test images with various window sizes. It can be seen that the proposed scheme is highly robust
against these attacks.
Finally, we compare our watermarking algorithm with two of
the recent blind watermarking techniques, Multiband Wavelets and
Empirical Mode Decomposition (MWT-EMD) method [5], and Contourlet Scaling Based watermarking method (CSB) [6] for JPEG
compression and AWGN attacks. The simulation results for Baboon test image are shown in Fig. 7. We see that the robustness
of our method against JPEG and AWGN attacks are considerably
better than MWT-EMD and CSB methods.
6. CONCLUSION
A distribution independent blind scaling-based data hiding approach
suitable for multimedia signals has been introduced. The novelty of
the algorithm is to create two alternating index sequences and embed
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into one of them while keeping the other unchanged. This enables us
to obtain as sufﬁcient statistics the ratio of summation of samples in
two patches. Under reasonable assumption of Gaussian statistics as
a result of CLT, a blind detector can be obtained. Furthermore, this
detector is the optimum decoder independently of the host signal
distribution and can be implemented in any transform domain with
arbitrary distribution. Besides, it is highly robust against gain attack.
Experimental results conﬁrmed the distribution independence of the
algorithm and its highly robustness under noise, JPEG attacks and
ﬁltering attacks.
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