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Abstract: Both security and error control coding are very extensive subjects, each with a variety of
sub-disciplines. A secure channel coding ( joint encryption-channel coding) scheme provides both
data secrecy and data reliability in one process to combat problems in an insecure and unreliable
channel. In this paper, an adaptive secure channel coding scheme based on serial or parallel
concatenated turbo codes is developed. Recent results indicate that the turbo principle delivers
near-to-optimal strategies for the channel coding. Reliability and security are achieved by adapting
the pseudo-random puncturing strategy to the conditions of the noisy channel. Simulation results
show the relevance and superior performance of the proposed scheme at all signal-to-noise ratio
levels.

1

Introduction

Error control and security are both important aspects of
modern digital communications. The demand for reliable,
secure and efﬁcient digital data transmission systems has
been accelerated by the emergence of large-scale and highspeed communication networks. In 1948, Shannon [1, 2]
demonstrated that errors induced by a noisy channel can be
reduced to a desirable level by proper encoding of the
information. Since Shannon’s work, a great many developments have contributed towards achieving data reliability
and the use of coding for error control has become an
integral part in the design of modern communication
systems and digital computers.
Forney [3] studied concatenated coding schemes as a
class of codes whose probability of error decreased
exponentially at the rate less than the capacity, while
decoding complexity increased linearly. The process consists
of a combination of two or more simple constituent
encoders and interleavers. The parallel-concatenated convolutional code (PCCC) introduced in [4] has been shown
to yield a remarkable coding gain close to the theoretical
bound, yet admitting a relatively simple iterative decoding
technique. The recently proposed serial concatenation of
interleaved codes may offer superior performance to that of
parallel concatenated codes [5]. In both coding schemes, the
core of the iterative decoding structure is a soft-input softoutput (SISO) a posteriori probability (APP) module [6].
Merging security and channel coding processes is an
attractive idea since it may reduce the overall processing
cost of providing secure reliable data. A secret channel
coding scheme is one that provides both data secrecy and
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data reliability in one process to combat with problems in
an insecure and unreliable channel. Using error-correcting
codes as cryptosystems was ﬁrst introduced by McEliece [7],
who suggested the use of a Goppa code as the underlying
basis of an ingenious public-key scheme. The security of this
scheme is based on the well known NP-completeness of
the decoding problem for general linear codes [8] and the
existence of a huge number of different Goppa codes with
the same parameters. Some other public-key cryptosystems
based on algebraic linear codes are proposed in [9–12]. It is
well known that public-key cryptosystems can be used as
private-key cryptosystems. Therefore, Rao and Nam [13]
proposed to modify the McEliece scheme and subsequently
introduced a new approach to the private-key algebraic
coded cryptosystems requiring simple error-correcting
codes. Hwang and Rao [14] then devised a class of
private-key cryptosystems, called secret error-correcting
codes. However, the problems of requiring large keys for
security and existing doubts about the strength of the
security in current schemes of combining security and errorcorrecting codes have not been solved yet.
In this paper, we propose a new adaptive secure channel
coding scheme based on secret puncturing of a (parallel or
serial) concatenated turbo code and adaptation with
channel noise conditions. The advantages of our scheme
are achieving good security without requiring a large size
key, and improving the efﬁciency of a data transmission
system by adaptation of coding rate with channel noise
conditions.
2

Proposed scheme structure

A secure channel coding scheme is one that provides both
data secrecy and data reliability in one process. Combining
these two functions may give faster and more efﬁcient
implementation.
As a powerful coding technique, (parallel or serial)
concatenated turbo codes have been proposed for any
communication system where a signiﬁcant energy saving is
required or the operating signal-to-noise ratio is very low,
such as in deep space and satellite communication systems.
Performance of a turbo code depends on the selection of its
component codes in addition to the interleaver structure.
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The criteria for selection of component codes have been
discussed in [5, 15] and several interleaver structures
have been presented in [4, 16, 17]. A union bound to bit
error probability for turbo codes was obtained in [18].
Since the ‘error-ﬂoor’ portion of the bit error probability
curves is very time consuming in computer simulation,
an estimated error-ﬂoor bound (free-distance asymptote)
for the bit error probability over the additive white
Gaussian noise (AWGN) channel may be considered as
follows [19]
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where dfree is the free distance of the code, Nfree is the
number of code words with output weight dfree, Wfree
represents the weight of input sequence associated with
output weight dfree, K is the input block length and R is the
code rate.
As observed from (1), the bit error probability for a
speciﬁc concatenated turbo code depends on code rate,
transmission power and channel noise conditions. Therefore, for access to a given bit error probability with constant
transmission power, the code rate must be varied in
accordance with the channel noise level. We use an adaptive
secure punctured turbo code whose puncturing rate can be
varied in accordance with the channel noise level, so that
the bit error probability is kept less than a pre-speciﬁed
value.
Figure 1 displays our secure channel coding scheme.
Each symbol of source output is ﬁrst mapped to a binary
sequence. A turbo encoder then takes a block UK of
information bits and delivers a block PM of code bits, which
are punctured to achieve the transmitted codeword XN. The
channel noise level is measured at the receiver and fed back
to the transmitter synchronously. The transmitter uses this
information to adjust its appropriate puncturing rate blockby-block. When the channel state is bad, the transmitter
picks more redundant bits for protection. Therefore, the
overall throughput is low. As the channel condition gets
better, less redundancy is needed for protection. Hence, a
higher throughput is achieved. The error rate of the channel
will depend on the instantaneous receiver signal-to-noise
ratio (SNR), the code rate, and the complexity of the
channel code. The proposed puncturing scheme is based on
the pseudo-random numbers generator algorithm for
selecting N bits from M turbo encoded bits.
To study the security of the system, we need to determine,
essentially, how difﬁcult it will be for an eavesdropper who
does not know the key of the pseudo-random numbers
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generator and intercepts XN to detemine UK. It appears that
an eavesdropper has two basic attacks to try; ﬁrst, to try to
recover the key of the pseudo-random numbers generator
from chosen known UK and XN pairs (chosen-plaintext
attack). Second, they might recover UK from XN without
knowing the key (ciphertext-only attack).
The ﬁrst attack seems to be hopeless if the structure of
the pseudo-random numbers generator is nonlinear with
a sufﬁciently large period, because there are so many
possibilities for the key. In particular, suppose we choose
a nonlinear feedback shift register of length n ¼ 100, then
n
100
there will be about 22 ¼ 22 possible keys.
The second attack seems to be more promising but
turbo decoding of a compressed block without knowing
the puncturing pattern is the basic problem to be solved.
This problem is NP-complete, hence it is expected that
if the length of turbo encoded block PM is sufﬁciently
large, then this attack will also be unfeasible. Suppose we
choose
and N ¼ 400, then there will be about
  M ¼ 1000
pﬃﬃﬃﬃﬃﬃﬃ M
M
2pM
ﬃ 10292 possible puncturﬃ pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ M
2p N ðMN ÞN N ðMN ÞM N
N
ing patterns. For longer block lengths, the decoding process
without knowing the puncturing pattern is even more
complex.
3

Simulation results

To underline the effectiveness of the proposed secure
channel coding scheme, we present a set of numerical
results in this Section. A source block of a binary
memoryless source is encoded using a rate 1/3 serially
concatenated turbo code consisting of an outer 4-state
recursive systematic convolutional code with Gouter ðDÞ ¼
h
i
1þD2
1 1þDþD
and an inner 4-state recursive systematic
2
2
3
1þD2
1 0 1þDþD
2
5
convolutional code with Ginner ðDÞ ¼ 4
1þD
0 1 1þDþD
2
(Fig. 2). This serially concatenated turbo code has dfree ¼ 5,
Wfree ¼ 2 and Nfree ¼ 3 [4].
We processed 250 sequences, each sequence contains 216
bits, from an i.i.d. source with uniform distribution. For
simplicity, we use a 100-stage linear feedback shift register
(LFSR) for the pseudo-random numbers generator. The
BPSK-modulated punctured codeword with a ﬁxed power
is transmitted through an AWGN channel with variable
noise variance. At the receiver, the depuncturing process is
done with permutation of the symbols in the received block
based on a secure key and substitution of zero values for
punctured bits. Details of serially concatenated turbo
decoding are explained in [5, 20].
Figure 3 shows the performance (code rate against Eb/N0)
of this secure serial concatenated turbo code for two
pre-speciﬁed bit error probabilities Pb(e)D105 and
Pb(e)D106. These curves have been obtained with a
uniform interleaver of length 2048. Since the interleaver
operates on coded sequences produced by the outer rate 1/2
encoder, its length of 2048 bits corresponds to a delay of
K ¼ 1024 information bits. It can be observed that the
maximum code rate is about 0.84. As we can see from
Fig. 4, the simulated bit error rate (BER) is approximately
constant for different noise levels. We can change the BER
value with changing the puncturing rate.
We demonstrate in Fig. 5 the results obtained for this
secure punctured turbo code with different interleaving
lengths 2  103, 2  104, 2  105 and 2  106 (K ¼ 103, 104,
105, 106), in terms of code rate against Eb/N0 for a preIEE Proc.-Commun., Vol. 153, No. 2, April 2006
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Fig. 3 Code rate against Eb/N0 for simulated secure serial
concatenated code with interleaving length 2048
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Fig. 5 Code rate against Eb/N0 for simulated secure serial
concatenated code with different interleaving lengths and a prespecified bit error probability Pb(e)D105
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A secure channel coding scheme combines data encoding
with data encryption into one process. In this paper, an
adaptive secure channel coding algorithm based on adaptive
and pseudo-random puncturing of the concatenated turbo
encoded block is presented. We investigated various cryptoanalytical attacks against this scheme. Simulation results
showed that we could obtain an efﬁcient data transmission
system with good reliability and security using this
algorithm.
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Fig. 4 Performance (BER against Eb/N0) obtained for simulated
secure serial concatenated code with interleaving length 2048

speciﬁed bit error probability Pb(e)D105. It is obvious that
increasing the interleaving (input block) length results in a
better performance. It is seen in Fig. 5 that for a ﬁxed and
sufﬁciently large Eb/N0 (412 dB), the code rate does not
considerably change, when K increases from 104 to 106.
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