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Abstract—We investigate the ergodic uplink resource allocation
problem for secure communication in relay-assisted orthogonal
frequency-division multiple access (OFDMA)-based cognitive
radio networks (CRNs) in the presence of a set of passive eavesdroppers where relay nodes assist the legitimate users to transmit
their messages. Previous works have commonly assumed the availability of channel state information (CSI) for this type of problems.
However, due to the decentralized nature of CRNs and hidden
activities of eavesdroppers, the assumption of availability of exact
values of CSI is not realistic. In this paper, we consider uncertainty
on the estimated values of CSI between different transmitters and
receivers, e.g., CSI between each legitimate transmitter and its
corresponding receiver and CSI of each legitimate user and each
eavesdropper. We utilize the worst-case robust formulation to
find power and sub-carrier allocations in such a way that under
the worst condition of error, the regulatory constraints imposed
to CRN are satisfied and the secrecy rate of each secondary legitimate user is stabilized. It is well known that the robust approaches
impose a high computational complexity to the system and reduce
the system performance as they conservatively consider the error
in the maximum extent. We demonstrate how the robust formulation can be significantly simplified and tradeoff parameters can
be introduced to moderate the effect of the worst-case approach.
Simulation results are provided to demonstrate the performance
of CRNs for different uncertain system parameters.
Index Terms—Cognitive radio networks, ergodic resource allocation, imperfect channel state information, physical-layer security, relay-assisted transmission, robust optimization theory.

S

I. INTRODUCTION

PECTRUM sharing through cognitive radio networks
(CRNs) is a promising approach to increase the spectrum
efficiency for next generation of wireless communication
networks [1] where the unlicensed/secondary users (SUs) are
allowed to access the spectrum of primary users (PUs) subject
to quality of service (QoS) constraint of PUs, e.g., in underlay
CRNs, the interference threshold constraint. In orthogonal
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frequency-division multiple access (OFDMA)-based cognitive
radio network CRNs, resource allocation (RA) plays a key
role to increase the system performance with the intelligent
assignment of transmit power to each SU on each sub-carrier
[2]–[5].
In the literature, there exist two categories of RA problems:
1) Instantaneous resource allocation (IRA) where allocation of
the resources is performed for any new set of channel state information (CSI) values to maximize the instantaneous objective
function, e.g., sum-rate subject to constraints that have to be satisfied instantaneously, and 2) Ergodic resource allocation (ERA)
where allocations are made based on the long-term channel distribution information (CDI) to maximize the objective function,
e.g., sum-rate, in the average sense subject to constraints that
have to also be satisfied in the average sense.
In general, the ERA problems are solved in two phases: an
off-line phase where based on the long term channel distribution
information (CDI) of different links, Lagrange multipliers are
derived, and an on-line phase where based on the exact values
of CSI and the parameters obtained from the off-line phase, the
power and sub-carrier for each user in each hop are determined
[2]. As the CDI varies much less infrequency than CSI, the computational complexity of the ERA is considerably less compared
to the IRA problems.
When the CSI is uncertain, the transmission parameters derived in the on-line phase of ERA as well as those obtained in
IRA are not valid, resulting in severe performance degradation
of PUs and SUs, such as fluctuations of the sum-rate or violation of interference threshold of PUs which lead to unreliable
transmissions for both types of users. To deal with this issue,
robust RA solution based on the worst-case robust optimization
theory is proposed. In this method, a given closed region, called
the uncertainty region, is considered for the distance between
the exact and the estimated values of uncertain parameters; and
the optimal allocated parameters are chosen in such a way that
each constraint in the resource allocation problem is guaranteed
to hold for any realization of error within the uncertainty region
[6]–[9]. While the focus of [6]–[9] is on IRA problems, in [10],
formulations based on robust optimization theory have been derived for the ERA case in which the average sum-rate of secondary users in an OFDMA-based CRN is maximized subject
to the maximum transmit power of each SU and the interference
threshold of PUs, in which the transmit powers the of SUs constitute the set of optimization variables.
One of the major system design goals in wireless communications is to prevent malicious eavesdroppers from overhearing
any transmitted message by the legitimate users (e.g., PU’s and
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SU’s). Recently, physical layer security introduced in [11], has
drawn a lot of attention in which the objective is to maximize the
secrecy rate defined as the achievable rate from the transmitter
to the legitimate receiver minus the rate overheard by eavesdropper. Obviously, when the rate between transmitter and its
corresponding receiver is less than the rate between transmitter
and eavesdropper, the secrecy rate is equal to zero. To obtain a
non-zero secrecy rate, transmission via a set of cooperative relay
nodes in conventional and cognitive wireless networks has been
received a lot of attention, e.g., [12]–[16]. In [12]–[16], IRA resource allocation problems have been considered so as to maximize the secrecy sum-rate of the users while it is assumed that
prefect channel state information between all nodes of the network is available. However, this assumption is not reasonable
particularly when the information corresponding to the channel
between the legitimate nodes of the network and the eavesdroppers is concerned. Moreover, the proposed problems suffer from
larger computational complexity of IRA.
To deal with these two issues, in this paper, we propose an
ERA problem for secure transmission over the CRNs where the
uncertainty of CSI values is also dealt with by developing robust ERA solution based on the worst-case robust optimization
theory in an OFDMA-based CRN. We focus on the relay-assisted protocols to increase the secrecy rate of SUs while maintaining the PUs’ interference threshold. The relays are assumed
to use the decode-and-forward strategy (DF) and the transmission is done in two hops: in the first hop, the SUs transmit data
to the secondary base station (BS) and the set of relay nodes;
in the second hop where both SUs and the set of relay nodes
transmit data to the BS. In each frame, the BS gathers the estimated CSI values from the SUs and relay nodes; and then it
allocates the transmit power on each sub-carrier of each SU and
relay for their uplink transmissions.
In this paper, we consider three types of uncertain CSI parameters: 1) the CSI between SU transmitters and PU receivers referred to as the interference CSI (I-CSI), 2) the CSI between secondary transmitter and receiver referred to as the secondary CSI
(S-CSI), and 3) The CSI between SU transmitters and eavesdroppers referred to as the eavesdropper CSI (E-CSI). Then,
we introduce the robust counterpart of the ERA problem for
our setup. Note that in contrast to [10], the resources are allocated so as to maximize the secrecy sum rate of SUs rather than
the sum-rate itself. This significantly affects the corresponding
formulations and solutions. Moreover, inclusion of relays adds
more constraints to the problem which makes the solution more
involved and challenging.
To solve the corresponding robust ERA problems, several issues arise which are addressed in this paper as follows:
A. Computational Complexity
Generally, the robust resource allocation problems are nonconvex optimization problems which suffer from high computational complexity and generally the closed-form solutions are
not available for them. Recently, there have been efforts to derive closed-form solutions for robust counterpart problems in
CRNs and to introduce trade-off parameters to moderate the
effects of the worst-case approaches on throughput [17]–[19]
without considering security issues. In this paper, we follow this

track for secure ERA problem and show how by utilizing the
D-norm uncertainty region and reformulation of robust counterpart problems [20], we can derive a tractable formulation
for the uncertain parameters on secrecy rate of each SU. For
constraints involving the uncertain parameters, we also propose
well-behaved safe approximation functions. Then we show how
the robust ERA problem can be solved with tolerable additional
calculations.
B. Trade-Off Between Optimality and Robustness
It is well known that the worst-case approach might be too
conservative since the error is assumed to be in its maximum
extent which leads to the reduction of the total secrecy rate
of SUs compared to that of the nominal ones [17]. Therefore,
it is very desirable to develop algorithms that can provide
trade-off between optimality and robustness. Adjustable robust
optimization theory is a new area of robust optimization [6],
[20] where uncertain parameters are assumed to be bounded
in the uncertainty region and of stochastic nature. By these
two assumptions, a proper robust optimization can be defined
where under the worst-case condition of error, the violation
probability of each constraint and each user’s utility is kept
below a given threshold. Consequently, we can flexibly adjust
the level of conservatism of the robust solutions in terms of
probabilistic bounds of constraint violations [20]. In this paper,
we show how this approach can be applied and the trade-off
parameters can be introduced for the problem addressed in
this paper. Moreover, we introduce new algorithms to improve
the ergodic secondary secrecy sum-rate based on iterative
approaches.
Compared to the existing literature, the novelties of our paper
can be summarized as follows: 1) The system model of this
paper is based on joint OFDMA transmission and relay-assisted
model which can jointly increase the secrecy rate of SUs considerably; 2) The resource allocation problem is based on ergodic
formulation which was not considered in the relay-assisted secrecy rate formulations in the existing literature; 3) We propose a tractable formulation for robust secure resource allocation problem by considering an appropriate uncertainty region;
and 4) We demonstrate the trade-off between optimality and robustness by proposing appropriate parameters and formulations.
The rest of this paper is organized as follows. In Section II,
the network model and problem formulation are presented,
followed by introducing the robust counterpart problems and
their corresponding solutions in Section III. In Section IV,
iterative algorithms are introduced to increase the secrecy rate
of SUs. In Section V, via simulations, the performances of the
proposed schemes are investigated. The conclusions are stated
in Section VI.
II. SYSTEM MODEL AND SECURE ERA PROBLEM
A. Network Setup and Assumptions
We consider a spectrum-sharing CRN with a total bandwidth
of Hz in which the SUs may use the spectrum licensed to the
PUs as long as the interference caused by the SUs to the PU
receivers is below a predefined interference threshold. In this
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may receive data packets through multiple paths, i.e., directly
from SUs and indirectly from relay nodes, which may cause
out-of-order packet arrivals. Hence, we assume that the BS has
sufficient memory size to store the received packets from multiple paths and is capable of rearranging those packets for each
SU.
In parallel, the eavesdroppers overhear all messages transmitted by the SUs and relay nodes. We denote a wireless link
where
between transmitter and receiver as
and
, where 0 is the index of the BS. Then,
the sub-carrier assignment indicator
is defined as
if sub-carrier is assigned to wireless link
at hop ,
otherwise,
where
is the index of the two hops and
is the index of the sub-carrier. Now, we can define different
sets of links between different transmitters and receivers at each
hop: 1) The sets of links from SUs to relays and BS are
and
, for the first and second hop, respectively; 2) The sets of
links between secondary transmitters and primary receivers at
are
and
, respectively; 3) At the first and
second hops, the links between SUs and eavesdroppers are denoted by
and
, respectively.
We also define the channel-to-interference-plus-noise-ratio
(CINR) for each secondary channel
on sub-carhop as
rier at the

Fig. 1. System model of relay-assisted CRNs in the presence of overhearing of eavesdroppers: (a) First hop communication, and (b) second hop
communication.

setup, there exists a primary network with a set of PU receivers
, a trustworthy secondary network
denoted by
with a set of SUs as
and a set of relay nodes
, and a set of eavesdropping madenoted by
licious nodes, i.e.,
from whom the communication must be kept secret, as depicted in Fig. 1(a) and (b). Orthogonal frequency-division multiple access (OFDMA)-based
transmission is used by the SUs for uplink transmission using
. We assume that the
the set of sub-carriers
is much less than the
bandwidth of each sub-carrier
coherence bandwidth of the wireless channel, meaning that the
channel response in each sub-carrier is flat.
In our system model, we assume DF relaying strategy where
the relay stations are assumed to operate in half-duplex mode.
Accordingly, transmission between the secondary user and BS
occurs in two hops: in the first hop, the SUs transmit data to
the BS and the set of relay nodes; in the second hop, the SUs
and the set of relays transmit data to the BS. Therefore, the relays transmit data to the BS only at the second hop, whereas
the SUs can transmit data at both hops. Consequently, the BS

where
is the channel power gain of the wireless link beSU and destination where
. The
tween the
represents the Gaussian additive noise power where
term
is the noise spectral power which is assumed to be equal for
represents the
all links and in all sub-carriers. Note that
power of the interference imposed by the PUs imposed to SUs
which is assumed to be Gaussian distributed [21]–[24]. Correspondingly, the CINR for each secondary overhearing channel
on sub-carrier at the
hop is

where
is the channel power gain of the wireless link between the th SU and eavesdropper where
. Now,
the average secrecy rate for secondary link
on
, eavesdropped by link
sub-carrier at hop
, is

(1)
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where
. The average secure achieved data
rate over secondary channels
eavesdropped by link
is

(9)

(2)
In the considered RA problem, the objective is to maximize the
average secondary secure sum-rate of SUs which is defined as

(3)
where the first term is the average secure sum-rate obtained by
direct transmission and the second term is the average secure
sum rate resulted by relay stations. It is further required that the
average secure data rate from the secondary BS to relay station
is equal to the average secure data rate from corresponding relay
station to the secondary users [25]. Therefore, the following
constraint should be satisfied [25]:

(10)
where and are the vectors of all
and
,
and
are the maximum transmit power limits of relay
and SU , respectively, and
. Note that we
use
to reduce the computational complexity and for notational convenience. The constraint in (10) shows that at each
hop of transmission, each sub-carrier is only used by one link.
, we reformulate
as [26].
To solve
2) Problem
:
(11)

(4)
In underlay CRNs, the SUs can access the spectrum licensed
to the PUs as long as their interference to each receiver of PU
is kept below the predefined interference threshold on each subcarrier, i.e.,

where
is the interference threshold for
receiver of the
set of PUs on sub-carrier and
is the CSI between user
where
if
and
if
.

(12)
where
is an auxiliary positive variable. Note that the
problem
is a non-convex optimization problem. However, utilizing the dual method is a well-known approach to
solve such problems [5]. Although there is a gap between the
obtained solution from dual function and the actual global optimum, it was shown that by increasing , this gap can be sig, the
nificantly decreased [2], [5]. Via dual function of
power allocation at
hop for the secondary link
on sub-carrier is

B. Secure Ergodic Resource Allocation Problem and Its
Solution
Based on the above setup, the ERA problem for OFDMA
transmissions in CRNs may be modeled through the following
optimization problem, which we refer to as the secure ERA
(SERA) problem:
:
1) Problem

(5)

,
,
and for all
and
for all
and
are the
Lagrange multipliers corresponding to (12) and (8) for the first
, where
hop, respectively. Also,
and
are the Lagrange multipliers corresponding to (7) and
(9) for the first hop, respectively. Consequently, we have

(6)

(7)

(8)

where

and
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in which
,
,

(13)

and
,
,

(14)

where
for all
,
for all
and for all
are the Lagrange multipliers corresponding to (7), (9) and (6)
for the second hop, respectively. Hence, the value of is
,
,

(15)

.
Also the sub-carrier allocation at

hop on sub-carrier

is
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More importantly, the eavesdroppers are mostly inactive and
they send the overhearing data over a short period of time to
is obviously
their sink. Therefore, the estimated value of
uncertain.
In this section, we take these uncertainties into account and
propose a robust solution to accommodate such uncertainties.
Following the worst-case robust optimization theory, we consider that each uncertain parameter can be considered as the sum
of its estimated value and an additive error where the error falls
into the uncertainty region. The uncertainty region for each uncertain parameter corresponds to the distance between its actual
and estimated values. This distance is mathematically expressed
by the general definition of norm [6], [9], [17]. For example, the
uncertain parameters for the quality of the associated channels
are presented as
of link
(17)
,
, and
are the
vectors of exact, eswhere
timated, and error values whose
elements are
,
,
and
, respectively. For this case, the uncertainty region associated to
for link
at hop is equal to
(18)

(16)

and
for all
.
where
In the following, we first introduce the uncertain parameters
and their related uncertainty regions. Then, we present the math, and
ematical formulation of the robust counterpart of
we show how we can reduce the computational complexity of
solving the robust counterpart problem by appropriate definition of uncertainty region under soft and hard protection of interference threshold. Afterwards, to reduce the effect of robust
approaches on decreasing the secrecy rate of SUs, we propose
two heuristic algorithms.

III. ROBUST COUNTERPART OF SECURE RESOURCE
ALLOCATION PROBLEM
A. Uncertain Parameters and Robust Counterpart Problem
The proposed setup in the previous section requires the
knowledge of I-CSI, S-CSI, and E-CSI, i.e., the exact values
,
, and
for all
,
and
are
of
assumed to be known at the BS. However, all of these parameters are subject to uncertainty. For instance, the uncertainty
comes from the uncertainty of interferon the value of
ence of PUs inflicted on the secondary channel. This type of
uncertainty causes fluctuations on secrecy rate of each SU,
meaning an unreliable transmission for SUs. The value of
is uncertain because there is no obligation for the PUs
to provide I-CSI to SUs which can lead to the violation of the
interference threshold and the performance reduction of PUs.

where
is the norm function and
is the bound of un. The same method can be applied for
certainty region for
and
when they are subject to the uncertainty, i.e.,
(19)
where
,
, and
are the
vectors of exact,
elements are
,
,
estimated and error values whose
and
, respectively, and its corresponding uncertainty region
is
(20)
is the bound of uncertainty region. Similarly,
where
the uncertainty on the CSI value between SUs and relay nodes
on sub-carrier and
PU receiver can be modeled as
(21)
,
, and
are the
vectors of actual,
where
estimated, and error of I-CSI and whose
elements are equal
,
, and
, respectively. At the second hop,
,
to
, and
are the
vectors of actual, estimated,
and error of I-CSI. In this case, the uncertainty region is given
by

where
is the bound of the uncertainty region. Now, based on
the theory of worst-case robust optimization, the robust counter, called secure robust ergodic resource allocation
part of
(SRERA), can be formulated as follows:
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[17]. In this case, the inner minimization of
by

:

is given

(25)

(26)

(22)
The above optimization problem can be transformed into

(23)

(24)

(27)

,
,
, and
are the new optiNote that in
mization variables. In the objective function of
, the
function emanates from the concept of worst-case optimization theory. In this case, under the worst-case condition
of error, the secrecy rate of each SU is maximized. Also, the
constraints of (23) and (24) are preserved under the worst-case
condition of error.
Generally, solving the robust counterpart optimization problems may have high computational complexity [6], [9]. This is
further aggravated for our problem where we have different uncertain parameters for each hop, e.g., two uncertain parameters
and
) and the other one in
in the objective function (
).
the constraint (
To reduce the computational complexity of solving
,
we first solve the inner minimization of
with respect to
and
. Then in the next section, we deal with the outer
maximization and take care of the uncertainty on
. In order
and
are
to do that, we assume that the elements of
i.i.d. random variables [4] and also they are bounded [6], [17].
can be
We then show how the inner minimization of
solved and a tractable formulation for secrecy rate can be deand
and the bound of uncertainty
rived based on
regions. Moreover, from the concept of protection functions,
we derive different forms of tractable safe approximation functions for (24). Based on them, we introduce robust counterpart
problems, derive their optimal solutions and compare them in
terms of their capabilities to introduce a trade-off between optiis a function of
mality and performance. Note that
and
. However, in the sequel, for notational convenience,
we simply use
.

is an auxiliary vector with elements
, and
is a predefined value used for trade-off between optimality and performance. Now, from the above reformulation,
the secrecy rate of each SU during each hop is greater than the
with probability
. In the
auxiliary variable
following lemma, we derive tractable and closed-form formulas
for secrecy rate, the proof is straight forward.
and
have uniform distributions
Lemma 1: When
over
,
, we have

B. Inner Minimization Over

where

and

To reach a deterministic formula for inner minimization of
(22), we assume that
and
are two random variables
with uniform distribution [17], [27] over the closed bounded
and
, respectively [6],
interval

where

(28)
(29)

where

.

From the right hand side of (28), the inner optimization
problem can be rewritten as

(30)

The optimal solution of (30) is

.
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From (31), tractable formulations for secrecy rate of link
overheard by link
is derived and the inner minimization
is removed.
problem of
Remark 1: In this paper we assume uniform distribution for
and
. This assumption is widely used in the literature
specially when transmitters use a finite number of bits to feedback the CSI values [27]–[29]. Moreover, this makes it possible
to obtain more tractable results compared to other distributions
such as the Gaussian distribution.

, where
denotes norm
consequently, (31) can be rewritten as
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of vector , and

(32)
Therefore, the optimization problem
into the following problem:
1) Problem
:

is transformed

IV. ROBUST COUNTERPART PROBLEMS
To deal with the uncertainty in the value of
, we utilize
two proposed approaches in [18] which can be categorized as:
1) Hard protection of interference threshold where under any
condition of error, the amount of induced interference of SUs
; 2)
and relay nodes on each primary receiver is kept bellow
Soft protection of interference threshold where the probability
of maintaining the interference of SUs and relay nodes on each
PU’s receiver below the required level is kept larger than a predefined threshold.
A. Hard Protection of Interference Threshold

(33)
(34)
are reObviously, all the uncertain parameters in
placed by tractable formulations in
and the solution
of
can be derived by Lagrange dual function similar
. For
, the power allocation at
hop for
to
on sub-carrier can be obtained by
secondary link
solving the following equation:

Since channel uncertainties in wireless networks are random,
the uncertainty set can be represented by an ellipsoid uncertainty
region for
, i.e.,

(35)
where

which is commonly used in CRNs to model uncertainty in CSI
values between SU transmitters and PU receivers [18]. The
worst-case protection of (24) is transformed into [18]:

and
,

which holds as long as

(36)
,

(31)
From (31), under any error in the ellipsoid region, the interference constraint holds. Therefore, (24) can be replaced by
(31) where the uncertainty region is replaced by the last term
of right hand side of (31). This term is a protection func, expressed
tion against the uncertainty on the value of
[18]. Clearly, by
as
using the above approach,
is replaced by a tractable
formula which can be simplified further if we use the inequality

where all the Lagrange multipliers of
are equal to the
Lagrange multipliers associated to
except that
and
correspond to (32) for the first and second hop, respectively.
For
, the sub-carrier allocation at
hop on subcarrier is

(37)
where

, and

.
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VALUES OF

AND

TABLE I
FOR TYPICAL FAMILIES OF

[6]

which belongs to
. Now, (39)
where
can be substituted by the following safe approximation: [18]

(40)

B. Soft Protection of Interference Threshold
In practice, the robust worst-case interference control to deal
with channel uncertainty is very conservative, which at many
instances may not be necessary and may lead to an inefficient
utilization of radio resources. As such, when permissible, it is
desirable to make a trade-off between robustness and the rate of
SUs and relay nodes for a better utilization of resources [17]. In
only depends on the bound of uncerthe previous section,
tainty region and the allocated power of SUs and relay nodes. It
is very appealing if new parameters can be introduced to adjust
the size of uncertainty region. In doing so, we assume a non-zero
outage probability for the interference threshold constraint, i.e.,
we have

(41)
Again, from

, (40) is simplified to
(42)

.

where
Hence, the optimization problem
into the following problem:
:
2) Problem

can be transformed

(38)
where
is the imposed interference by SUs on sub-carrier
at the
PU in
hop, and
is a predefined value dictating the maximum allowable outage probability. We refer to as the collision probability throughout the
paper. When uncertain parameters are bounded in closed region and have a stochastic nature, (38) can be solved via chance
can
constraint approach [6], and as we will show later,
change the value of protection function, and provide the desired trade-off between optimality and robustness. Note that by
, the system becomes more robust against uncerreducing
, the ergodic secondary secrecy
tainty, and by increasing
sum-rate is increased.
1) Chance Constraint Approach: In [6], it is shown that for
i.i.d. values of the uncertain parameters, when constraints are
affine functions, (38) can be replaced by a convex function as
its safe approximation, named as Bernstein approximations [6].
be the
In this case, let
and assume that the probability disuncertainty region of
tribution function of
, i.e.,
is unknown but belongs
and
to specific classes categorized in Table I. Note that
can be considered as the mean and variance of
with
.
the specific form of
To use the chance constraint approach, we rewrite (38) as [18]

(39)

(43)
The power and sub-carrier allocation is similar to
where we have
,
,

(44)

and
(45)
are equal to the
where the Lagrange multipliers of
except that
and
Lagrange multipliers associated to
correspond to (42) for the first and second hop, respectively.
For
, the sub-carrier allocation at
hop on subcarrier is similar to that given in (37), except that the related
Lagrange multipliers are derived based on the above.
3) Upper Bound Based on Markov’s Inequality: Another approach for solving (38) is to only consider the statistics of error
in channel gain estimations. With this assumption, we can use
the Markov’s inequality to reach a tractable formulation for (38).
If we assume that the uncertain parameters are of stochastic nature, (38) can be rewritten as

(46)
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TABLE II
IA-MTP ITERATIVE ALGORITHM

(47)
(48)

(49)
After some manipulations, the collision probability can be modified to

straint is transformed into the average transmission power constraint for each sub-carrier based on
. Let be the iteration number. The new optimization problem for each iteration
is given by
:
1) Problem

(50)
Now,
can be rewritten as
:
4) Problem
(54)
(51)
is similar

The power and sub-carrier allocation of
except that
to
,
,

(52)

and

(55)
where
, for all
,
,
, and
are scaling parameters for (55). The power
and sub-carrier allocations are similar to those in
in
which
is defined as follows:
,
,

(53)
Remark 2: Note that (50) only depends on the mean value of
, and therefore, in this case, the CSI of
is not required.
Consequently, there is no need for interaction between SUs and
PUs for deriving the I-CSI values. However, the Bernstein ap. We should
proach needs the CSI values corresponding to
remark that the Bernstein approximation method is a tight upper
bound on the collision probability, and the proposed Bernstein
approach has a better performance than the proposed approach
based on Markov inequality. This is demonstrated in Section V.
V. ITERATIVE ALGORITHMS TO INCREASE
SECRECY RATE OF SUS

THE

Since we use safe approximations of constraints for SRERA,
the secure ergodic rate of each SU may decrease compared to
that of the nominal counterpart. Here, to improve the performance of the SRERA problem, we propose two iterative algorithms (IA) where the intractable constraints are replaced by
tractable ones and a new optimization problem is formulated.
In each iteration, the new optimization problem is solved and
the feasibility of intractable constraints are checked.
A. Maximum Transmission Power (MTP)
In the first iterative algorithm referred to as the maximum
transmission power (IA-MTP), the collision probability con-

(56)

and
(57)
Note that for the iterative approach, the initial values are set to
, where
is an arbitrarily large positive number. The proposed IA-MTP approach
is summarized in Table II.
Remark 3: The iterative algorithm in Table II always con,
is a decreasing
verges. Note that, since
decreases with increasing .
function of . Therefore,
tends to 1,
It can be easily shown that as tends to ,
implying the convergence of the algorithm.
Remark 4: In IA-MTP, the speed of convergence can be con, where
. In fact, for
trolled via
, the value of auxiliary parameters will be adjusted faster
leading to quick convergence of the algorithm. However, the
quick convergence comes at the cost of smaller ergodic secondary secrecy sum-rate (weaker performance). This is mainly
, the algorithm jumps over some feasible
because, for
solutions that may satisfy the probabilistic constraints and provide a better sum-rate. Therefore, the designer can always make
a compromise between the complexity of the RA problem and
the performance of the secondary network. A larger value of
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TABLE III
MIP ITERATIVE ALGORITHM

yields remarkably faster convergence at the expense of noticeably weaker performance, and vice versa.
B. Maximum Interference Power (MIP)

Fig. 2. The impact of variation of E-CSI on the secondary secrecy sum-rate.

In the second iterative algorithm referred to as the maximum interference power (IA-MIP), the collision probability
constraint is substituted by average interference threshold constraint. Therefore, the optimization problem for each iteration
is given as
:
1) Problem

constraint and it has been shown to have a performance close
to optimal. This was in a non-secure framework and there was
only one probabilistic constraint in contrast to this paper where
there are two such constraints.
VI. SIMULATION RESULTS

(58)

(59)
where

,
, in which

and
is an arbitrary positive

large number.
The power and sub-carrier allocations are similar to
in which
is
,
(60)
,
and
(61)
The iterative approach for solving
is very similar to
and summarized in Table III.
Remark 3 and Remark 4 for IA-MTP also hold for IA-MIP.
For example, the convergence of IA-MIP can also be justified
by the same approach as IA-MTP. Moreover, one can control
the speed of convergence by adjusting the value of .
Remark 5: If the proposed iterative approaches are deployed,
the availability of I-CSI at the secondary BS is not required
and the mean value of I-CSI is enough for solving the SRERA
problem. In this case, no interaction between the secondary and
primary networks in necessary to pass I-CSI.
Remark 6: It is important to note that in [30], in an OFDMAbased framework of cognitive femto networks, the IA method
has been used to solve a problem containing one probabilistic

In this section, simulation results are provided to evaluate the
performance of the proposed robust algorithm for relay-assisted
transmission in OFDMA-based underlay CRNs. In our simulation setup, the number of SUs, relay nodes and primary receivers
are assumed to be equal to 4, and the spectrum is divided into
sub-carriers. All the nodes are assumed to be uni. The shadow
formly distributed in a cell of radius
fading follows a log-normal distribution and the small-scale
channel fading is assumed to be Rayleigh distributed. We also
(for all
) has a normal distribution
assume that
with zero mean and variance 1. The maximum transmit powers
of each SU and each relay are set to 15 and 20 Watts, respecfor all PUs over all sub-carriers
tively, and
unless otherwise stated.
For the simulations, where is not variable, we set
for all and unless stated otherwise. In our simulations, we have
for all and ,
for all
and
for all
and
. When , , and are not variable in the simulations we have
. For the iterative algorithms,
,
, and
.
we set
A. Effect of CSI Uncertainties on the System Performance
We begin by studying the effect of CSI uncertainty on the
fluctuations of the secrecy rate of secondary users. We have to
compare the sum-rate resulting from SERA and SRERA. Moreover, the uncertainty can be in I-CSI, S-CSI and E-CSI. This
results in several combinations which are shown in Figs. 2–4.
Note that the curves in these figure are obtained based on the
Bernstein approach. However, similar trends can be observed
when solving the SRERA problem using other methods.
In Fig. 2, we first compare the performance of SERA and
SRERA where the uncertainty is assumed to be on the value
of E-CSI. For Fig. 2, in the simulations, we first assume that
, the proposed problems are solved and the Lagrange
at
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Fig. 3. The impact of variations of I-CSI on the secondary secrecy sum-rate.

Fig. 5. The effect of increasing the value of
sum-rate for different solution approaches.
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on the ergodic secondary secrecy

it encounters larger CSI variations, e.g., up to 30% compared to
and
.
the bound of uncertainty regions, e.g.,
B. Effect of Expanding the Uncertainty Region on the Secrecy
Sum-Rate of SUs

Fig. 4. The impact of variations of S-CSI on the secondary secrecy sum-rate.

multipliers are derived for the upcoming time instants. For each
new instant of time, based on the Lagrange multipliers at
and new CSI values, new allocations are made for power and
sub-carriers. However, E-CSI values are varied up to 10% and
30% of their nominal values in each time frame. SRERA is as.
sumed to be solved with the assumption of
As can be seen in Fig. 2, due to the estimation error in the
E-CSI values, the secrecy rate of SUs for SERA considerably
fluctuates. In contrast, for the SRERA problem, the secondary
secrecy sum-rate is stable, even for the channel variations up to
30%. In other words, transmissions are reliable in SRERA for
larger variations up to 30% even though the robust approach has
.
been solved with the assumption of
The same simulations are performed in Figs. 3 and 4 when the
uncertainty is assumed to be on the value of I-CSI and S-CSI.
Similar trends are observed where the robust approach is applied to the SERA problem against the uncertainty on the value
of I-CSI and S-CSI. In Figs. 3 and 4, we have plotted the instantaneous secondary secrecy sum-rate for SERA and SRERA
where we again assume that I-CSI and E-CSI variations are up
to 10%, and 30%, respectively. Both of these figures show that
SRERA can stabilize the secondary secrecy sum-rate even when

In this part, we investigate how expanding the bounds of uncertainty regions affects the secrecy rate of SUs. In Fig. 5, we see
that the secure sum-rate of secondary users in SRERA decreases
by increasing the percentage of uncertainty on S-SCI values,
i.e., for different solution methods proposed in Sections III
and IV. As can be seen, iterative algorithms outperform other
approaches, and the proposed method based on the Markov inequality and the Ellipsoid method offer the worst secrecy rate.
The performance of the Bernstein approach falls between the
performance of IA, SRERA-M, and SRERA-E.
and on the secThe effects of increasing the values of
ondary secrecy sum-rate are shown in Fig. 6 for SRERA-B and
SRERA-E. Again, we see that by expanding the uncertainty regions, the secrecy sum-rate of SUs decreases monotonically.
However, the performance of SRERA-B is much better than
SRERA-E. It is because SRERA-B introduces soft protection of
interference threshold against the uncertainty and by adjusting
the value of , it provides a trade-off between optimality and
robustness. It can be shown that the feasibility set of SRERA-B
is larger than that of SRERA-E [17], and consequently, the obtained secondary secrecy sum-rate from SRERA-B is larger than
that for SRERA-E.
C. Impact of Other System Parameters
In this part, we study the effect of other system parameters
e.g., number of relay nodes, maximum allowable collision probability and interference threshold, on the system performance.
In Fig. 7, for SRERA solved using IA-MIP, we show the secand for
ondary secrecy sum-rate versus different values of
different values of . Obviously, with increasing the value of
and , the secondary secrecy sum-rate increases. When
, the effect of increasing is more profound,
e.g., the secondary secrecy sum-rate is equal to 6 and 12.2 for
and
, respectively. The slope of increasing
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Fig. 8. The effect of the number of relay nodes on the performance of the
system.
Fig. 6. The effect of increasing the value of
secrecy sum-rate.

and on the ergodic secondary

Fig. 7. The secrecy rate of SUs versus different values of
IA-MIP method.

using the

the secondary secrecy sum-rate versus
tends to zero for
. It is because in this case, the interference threshold is
not the dominant constraint of the optimization problem of each
SU, and the maximum transmit power of each SU determines
the achieved secrecy rate. Therefore, in this case, increasing
does not have any effect on the secondary secrecy sum-rate.
For
, since the interference threshold is the dominant
constraint of the optimization problem for each SU, a slight inhas a large effect on the secondary
crease on the value of
secrecy sum-rate. The results of this part are inline with the results in [18].
The effect of the number of relay nodes on the system performance is shown in Fig. 8 when IA-MIP is used to solve the
SRERA problem. Let us focus on the performance of system
when we have a relay assisted model and when we do not have
in Fig. 8). Obany relay node in CRNs (the curve with
, the system cannot obtain a high secondary
viously, for
. However, when
secrecy sum-rate even for large values of
a set of relay nodes is deployed, the secrecy sum-rate of SU is
.
considerably increased even for

Fig. 9. The effect of increasing the value of
rate.

on the secondary secrecy sum-

Note that for both Figs. 7 and 8, we only show the results of
the IA-MIP approach for presentation clarity. However, other
approaches exhibit a similar trend.
D. Iterative Algorithms and Their Convergence Behaviors
In Figs. 9 and 10, we study the effect of the value of
on the performance of IA-MIP and MTP to solve the SRERA
problem. Fig. 9 demonstrates that increasing the value of reduces the secondary secrecy sum-rate while it reduces the convergence time of the IA-MIP and IA-MTP methods as shown
on
in Fig. 10. These two figures demonstrate the effect of
the trade-off between optimality and performance. In practice,
when the speed of convergence of IA-MTP and IA-MIP are
more important than the performance of system, a large value
of is more appealing, and vice versa.
To sum up, we have showed the sensitivity of secure power
allocation of SUs with respect to the variation of parameters
in Figs. 2–4. We have showed that expanding the bound of
uncertainty region for each of uncertain channel gains leads
to a monotonic decrease of the secondary secrecy sum-rate.
From the network perspective, it means that when the system
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performance of the Bernstein approach falls between theses
two extremes. Simulation results confirm the effectiveness of
the proposed robust approaches in stabilizing the secrecy rate.
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