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One-Receiver Two-Eavesdropper Broadcast Channel
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Abstract—In this paper, we study the one-receiver two-eavesdropper Broadcast Channel (BC) with three degraded message
sets. A common message is sent to three receivers. Another
message is sent to the first and second receivers and needs to
be kept secret from the third receiver (second eavesdropper).
The third message is sent to the first receiver and needs to be
kept secret from the second and third receivers (first and second
eavesdroppers). First, we consider perfect secrecy conditions at
the eavesdroppers, where we find an achievable perfect secrecy
region. In the achievability scheme, we use superposition coding
which divides the available randomness into different levels.
These levels are used to mislead the eavesdroppers. The proposed
coding scheme determines the perfect secrecy capacity region
of the one-receiver two-eavesdropper BC with three degraded
message sets, when the receivers exhibit a degradedness order.
Next, we find an achievable rate-equivocation region using the
rate splitting technique and indirect decoding. We show that
for the two-receiver one-eavesdropper BC with three degraded
message sets where we relax the secrecy condition at the second
receiver, our coding scheme is optimal when the second receiver
is a degraded version of the first receiver and it is less noisy than
the third receiver.

I. INTRODUCTION

W

YNER [1] introduced the wiretap channel, where a
transmitter sends a message to a receiver while the
message is kept secret from an eavesdropper. He determined the
capacity of the degraded wiretap channel, in which the channel
to the eavesdropper is a degraded version of the channel to
the legitimate receiver. Csiszar and Korner [2] considered the
general wiretap channel (not necessarily degraded) and established the secrecy capacity. There have been several works
which investigated different multiuser models from the secrecy
aspect [3]–[11]. Liu et al. [3] studied the Broadcast Channel
(BC) where there are two receivers and private messages are
to be kept secret from the unintended receiver. Xu et al. [4]
considered the same model as [3] but with a common message
to both receivers. Bagherikaram et al. [5] investigated a BC
with an external eavesdropper and two private messages. The
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-receiver BC with an external eavesdropper was considered
by Ekrem and Ulukus [6]. In another work [7], the multireceiver wiretap channel with public and confidential messages
was studied, where the transmitter sends a pair of public and
confidential messages to two legitimate receivers. While there
are no secrecy constraints on the public messages, confidential
messages need to be kept secret from the eavesdropper. The
Gaussian Multiple-Input Multiple-Output (MIMO) wiretap
channel, which consists of a transmitter, a legitimate user, and
an eavesdropper has been studied in [8]. Chia and El Gamal [9]
found inner and outer bounds on the secrecy capacity region of
the three-receiver BC with one common and one confidential
messages. Two different scenarios have been studied in [9].
The first is when the confidential message is to be sent to two
receivers and to be kept secret from the third receiver (eavesdropper). In the second case, the confidential message is to be
sent only to one receiver and to be kept secret from the other
two receivers. Choo and Wong [10] studied the three-receiver
BC with two degraded message sets, with the third receiver
regarded as a wiretapper from which the private message is
to be kept secret. Liang et al. [11] investigated a wireless
broadcast network with secrecy constraints. In this model, a
users. Each
sender broadcasts
confidential messages to
message is to be decoded by one user and to be kept secret from
all other users.
In this paper, we consider the one-receiver, two-eavesdropper
BC with three degraded message sets (see Fig. 1). There are
,
, and
. The mesthree messages in this model, i.e.,
is to be
is decoded by all receivers. The message
sage
sent to the first and second receivers and to be kept secret from
is to
the third receiver (second eavesdropper). The message
be decoded by the first receiver and to be kept secret from the
second and third receivers (first and second eavesdroppers). The
three-receiver BC with three degraded message sets without secrecy conditions was introduced by Nair and El Gamal [12]. An
inner bound to the capacity of the three-receiver BC with three
degraded message sets was found in [12]. The coding scheme of
[12] uses the rate splitting technique and joint decoding. In general wireless networks, there are different secrecy constraints
at different destinations. Therefore, different confidential messages should be considered to define the constraints. Considering this observation, we propose a more general network compared to the one in [9]. In the model of [9], one confidential
message is decoded by both legitimate receivers, however, in
our model, there are two confidential messages where each user
decodes a different confidential message. In this work, we study
the model mentioned above for both perfect and imperfect secrecy conditions at eavesdroppers. We find an inner bound to the
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perfect secrecy capacity region of the one-receiver, two-eavesdropper BC with three degraded message sets. The achievability
scheme uses superposition coding where not only the messages
are superimposed on each other but also the available randomness is divided into different levels. These levels are superimposed on each other and are used to mislead the eavesdroppers.
We also determine the perfect secrecy capacity region when the
receivers exhibit a degradedness order.
For the case of imperfect secrecy, we find an achievable rateequivocation region for the one-receiver, two-eavesdropper BC
with three degraded message sets. In the coding scheme, we
use the rate splitting technique and indirect decoding of [12]
where the receivers decode messages
and
via satellite
codewords instead of cloud centers. Our scheme generalizes the
technique of [12] by considering a part of the message
along
with randomness which is needed to keep
secret from .
We show that for the two-receiver, one-eavesdropper BC with
three degraded message sets where we relax the secrecy condition at the second receiver, i.e., it is not necessary to keep
secret from , our achievable rate-equivocation region is optimal when some conditions are satisfied.
The paper is organized as follows: In Section II, we present a
mathematical framework for our work. In Section III, we find an
achievable perfect secrecy rate region for the one-receiver, twoeavesdropper BC with three degraded message sets, and study
some special cases. In Section IV, an achievable rate-equivocation region for the one-receiver, two-eavesdropper BC with
three degraded message sets is found. Some special cases are
discussed. In Section V, secrecy capacity results are presented.
Conclusions are provided in Section VI.
II. PRELIMINARIES AND DEFINITIONS
We denote discrete random variables with capital letters e.g.,
, , and their realizations with lower case letters , .
indicates a sequence of random variables
. We use
to denote the entropy of a discrete random variable and
to denote the mutual information between two discrete
random variables. We denote by
, the set of -strongly
jointly typical sequences of length , on
. A random variable takes values in a set . Finally, we denote the probability
mass function of over with
and the conditional probability mass function of given by
.
Consider a one-receiver, two-eavesdropper discrete memoryless broadcast channel with three degraded message sets, input
alphabet , output alphabets , , , and conditional probability mass function
.
Definition 1: A
code for the
one-receiver, two-eavesdropper Broadcast Channel (BC)
with three degraded message sets (Fig. 1) consists of: i)
three messages
uniformly distributed over
, ii) an encoder that randomly
generates a codeword
according to the conditional distribution
, and iii) three decoders,
the first decoder assigns to each received sequence
an estimate
,
the second assigns to each received sequence
an estimate
, and the third assigns
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Fig. 1. One-receiver, two-eavesdropper BC with three degraded message sets.

to each received sequence
an estimate
.
Also,
denotes the secrecy rate of the message
, and
denotes the secrecy rate of the pair
. The probability
of error is defined as,

The equivocation rates at the first and second eavesdroppers are
defined as
and
, respectively.
An imperfect secrecy rate tuple
is said
to be achievable if
(1)
(2)
(3)
where inf denotes the infimum of an expression which is defined in [13]. Note that we do not impose individual secrecy
constraints at , i.e., we consider the possibility that
tries
to decode
and
jointly.
Definition 2: A
code for the one-receiver, two-eavesdropper BC with three degraded message sets
and perfect secrecy, consists of the same message sets, encoding
and decoding functions as in Definition 1. The information
leakage rates at the first and second eavesdroppers are defined
as
and
, respectively. A perfect secrecy rate tuple
is said to be achievable if
there exists a sequence of
codes such
that
(4)
(5)
(6)
where sup denotes the supremum of an expression which is defined in [13]. We note that the perfect secrecy requirement in (6)
implies the following individual perfect secrecy requirements

(7)
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The randomness, which is introduced in each level of the code
generation procedure, has been indicated in Fig. 2.
a) Code generation: Generate
i.i.d. sequences
,
. For each
, generate
i.i.d. sequences
,
and
. For each
, generate
sequences
,
.
, generate
i.i.d. seFor each
,
and
quences
. Define
.
,
b) Encoding: To send the message triplet
. It then transmits
the transmitter randomly chooses
.
finds
c) Decoding and analysis of error: Receiver
by decoding ,
by indirectly decoding and
by definds
by decoding and
by decoding ,
coding ,
finds
by decoding . The probability of error goes to
if
zero as
Fig. 2. Coding for one-receiver, two-eavesdropper BC with three degraded
message sets and perfect secrecy.

III. AN INNER BOUND FOR THE CASE OF PERFECT SECRECY
In this section, we obtain an inner bound to the secrecy capacity region of the one-receiver, two-eavesdropper BC with
three degraded message sets. We assume perfect secrecy conditions at the eavesdroppers (see Definition 2). We also discuss
some special cases.
Theorem 1: An inner bound to the perfect secrecy capacity
region of the one-receiver, two-eavesdropper BC with three
degraded message sets, is given by the union of rate tuples
such that:

(8)
where the union is taken over all probability distributions of the
.
form
Proof: The coding scheme uses superposition technique
and Wyner’s wiretap coding [1] as the secrecy achievability
method. We also employ indirect decoding strategy [9], where
from satellite codewords instead of
the first decoder finds
cloud centers. This strategy was used in [9] to find new inner
bounds for the three-receiver setups. The codebook is shown in
with the codeFig. 2. We represent the common message
word
. This codeword is decoded by all receivers. The code, is superimposed on
word , which represents the message
top of
and is decoded by . The codeword
is protected
by Wyner’s coding technique. For each , we genfrom
which is decoded by . The codeword
erate the codeword
also represents the message
but has more randomness
than the codeword . The receiver
finds
indirectly by
is generated according to
decoding . The codeword
and represents the message
. It is decoded by
and is proand
by Wyner’s code partitioning method.
tected from

(9)
(10)
(11)
(12)
(13)
(14)
The conditions (9)–(11) are decoding constraints at the first
receiver. The condition (10) shows that the first receiver finds
indirectly by decoding .
d) Analysis of information leakage rate: First consider the
and
, averaged over
mutual information between
the random codebook . Thus we have

SALEHKALAIBAR et al.: ONE-RECEIVER TWO-EAVESDROPPER BROADCAST CHANNEL WITH DEGRADED MESSAGE SETS

where
follows because
is independent of
,
and
follow because conditioning does not increase entropy,
follows because
forms
follows because
a Markov chain,
forms a Markov chain,
follows from
follows because if
the memoryless property,
, then we have

To show this, see [9, Lemma 1]. In a similar fashion, it can be
, then we have
shown that if
. Also, if
, then we have
. Collecting all terms and using Fourier-Motzkin elimination, we get the expressions in (8).
Remark 1: In the proof of achievability, the random part of
is superimposed on the random part of the
the codeword
from , the sum of sizes
codeword . To protect
of both random parts should satisfy the condition
. On the other hand, to protect
from
, the
suffices. The superposition techcondition
nique not only allows receivers to decode some part of the other
receiver’s message but also divides available randomness into
different levels.
Comparison With Previous Work: Application of Theorem 1
yields the following result as a special case.
Two-receiver, one-eavesdropper BC with one confidential
,
and
message [9, Corollary 1]: Set
in achievable rates of Theorem 1. Also, let
in
[9, Corollary 1]. Then, we have:
(15)
for all distributions of the form

.

IV. AN INNER BOUND FOR THE CASE OF IMPERFECT SECRECY
In this section, we first obtain an achievable rate-equivocation
region for the one-receiver, two-eavesdropper BC with three degraded message sets, assuming imperfect secrecy conditions at
the eavesdroppers (see Definition 1). We then discuss some special cases.
Theorem 2: An inner bound to the imperfect secrecy capacity region of the one-receiver, two-eavesdropper BC with
three degraded message sets, is given by the union of rate tusuch that:
ples
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Fig. 3. Coding for one-receiver, two-eavesdropper BC with three degraded
message sets and imperfect secrecy.

(16)
for all distributions of the form

where
.
Proof: The coding scheme uses superposition technique, rate splitting method [9] and Wyner’s wiretap coding
is generated to represent the
(see Fig. 3). The codeword
. The message
is split into three parts,
common message
,
and
. The codeword
is superimposed on top
and shows the message part
. Receiver
finds
of
indirectly by decoding . The codeword
is generated to
and some randomness. The coderepresent the message
denotes the message part
. Receiver
, finds
word
indirectly by decoding
. The codeword
represents
and some randomness which is decoded
the message part
by . The available randomness which is introduced in the
and
has been shown in Fig. 3.
generation of codewords
and
decode
Also, it has been indicated that receivers
and
indirectly by decoding
and , respectively.
a) Codebook: Let
. Generate
sequences
,
. For each
,
generate
sequences
,
where
. For each
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sequences
and
sequences
. For each , generate
,

,
. For each
,
sequences
and

.
, the enb) Encoding: Given messages
into
. It also randomly
coder splits
and sends
generated according to
chooses
.
finds
by dec) Decoding: Receiver
. Receiver
finds
coding
indirectly by decoding
. Receiver
finds
indirectly by decoding . The probability of error goes to zero as
if
(17)
(18)
(19)
(20)
(21)
(22)
(23)
(24)
d) Analysis of equivocation: First consider the entropy of
given
, averaged over the random codebook .
Thus, we have

The proof of this statement follows from [9, Lemma 1]. Next,
consider the second term

where
we have

follows because if

, then

(26)
Collecting above conditions, we obtain
(27)
(28)
(29)
Finally, consider the entropy of
given
the random codebook . Thus, we have

, averaged over

Now, we consider each term separately. Consider the first term

where
and
follow from similar steps
–
in Theorem
1.
follows because if
, then we have
(25)

where

follows because if

, then we have
(30)
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Collecting above conditions, we obtain
(31)
(32)
Considering (17)–(24), (27)–(29) and (31), (32) and applying
Fourier-Motzkin elimination, we derive the terms in Theorem
2.
Application of Theorem 2 yields the following results as special cases.
1) Two-Receiver, One-Eavesdropper BC With one Common
and one Confidential Messages [9, Section V-B]: Suppose that
is a degraded version of
and
is neutral, where the
secrecy condition at
is relaxed, i.e.,
. Also, set
,
and
in achievable rates of Theorem
2. Thus, we have
(33)
(34)
(35)
(36)
(37)
(38)
(39)
for all distributions of the form
. Using the
approach of [12], we show that conditions (35) and (39) are
redundant. We consider two cases
, it is easy to verify that the
Case 1)
.
optimal choice is
, in this case, for any , at
Case 2)
the corner point of the indirect decoding region we
have

1167

2) Two-Receiver, One-Eavesdropper BC With one Common
and one Confidential Messages [9, Proposition 2]: Suppose
is neutral and both
and
are less noisy than ,
that
and
for all
i.e.,
. Also, set
,
,
and
in achievable rates of Theorem 2. Thus we have
(42)
(43)
(44)
(45)
for all

.
V. SECRECY CAPACITY RESULTS

In this section, we find the secrecy capacity of some classes
of one-receiver, two-eavesdropper BC with three degraded message sets. First, we establish the perfect secrecy capacity of the
one-receiver, two-eavesdropper BC with three degraded mesis a degraded version of
and
is a desage sets when
forms a Markov
graded version of , i.e.,
chain.
Theorem 3: The perfect secrecy capacity region of the onereceiver, two-eavesdropper BC with three degraded message
forms a Markov chain, is given
sets when
such that
by the union of rate tuples
(46)
(47)
(48)
for some distribution of the form
.
in TheProof: For the proof of achievability, set
. Thus we have
orem 1 and consider the rate

(40)

where
and
follow from the degradedness condition.
Therefore, the following condition
(41)
Clearly
which implies that

Therefore, conditions (35) and (39) are redundant.

is redundant. For the proof of converse, see Appendix A.
Next, consider the case where
is a degraded version of
and
is less noisy than , i.e.,
for all
. Also, suppose that
is neutral, where the secrecy
condition at
is relaxed, i.e.,
.
Theorem 4: The imperfect secrecy capacity region of the
two-receiver, one-eavesdropper BC with three degraded mesis a degraded version of , and
is less
sage sets when
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and

is neutral, is given by the union of rate
such that
(49)
(50)
(51)
(52)
(53)
(54)

for some distribution of the form
(55)
Proof: For the proof of achievability, set
and
in Theorem 2. For the proof of converse, see Appendix B.
VI. CONCLUSION
In this paper, we considered the one-receiver, two-eavesdropper BC with three degraded message sets. We found
an achievable perfect secrecy region for the one-receiver,
two-eavesdropper BC with three degraded message sets using
superposition coding. The proposed inner bound determined the
perfect secrecy capacity when the receivers exhibit a degradedness order. We also found an achievable rate-equivocation
region using rate splitting technique and indirect decoding.
The rate-equivocation capacity of the two-receiver, one-eavesdropper BC with three degraded message sets where we relax
the secrecy condition at the second receiver was established
when the second receiver is a degraded version of the first
receiver and the second receiver is less noisy than the third
receiver.

(56)
where
and
follow because
is independent of
.
and
follow from Fano’s inequality.
follows from the
secrecy condition.
and
follow from Csiszar sum identity
[2] where we have

APPENDIX A
PROOF OF CONVERSE FOR THEOREM 3
Define

First, consider the rate

follows from degradedness condition. Next, consider the rate
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which follows from the memoryless property. Finally, consider
the rate

APPENDIX B
PROOF OF CONVERSE FOR THEOREM 4
Define

First consider the rate

where
follows from similar steps (55), (56) in bounding .
,
and
follow from the degradedness condition where
in
we use the Markov chain
.
In
and
, we use the following inequalities

In

, we also use the Markov chain

where

follows from Fano’s inequality. Also, we have
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where
follows because
is a degraded version of , therefore
forms a
Markov chain. Next, consider the rate

where
follows from Fano’s inequality.
Csiszar sum identity [2] where we have

where
, i.e.,
chain.

follows because

is a degraded version of
forms a Markov

follows from

and
follow because
is a degraded version of where
we use the Markov chain
.
follows because
is less noisy than
where we have

follows because

forms a Markov chain from the
memoryless property. Now, consider the rate
This follows from the fact that
is a degraded
version of
and
is less noisy than
.
follows
because
forms a Markov chain
from memoryless property. Now, consider the rate
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where
and
follow from Fano’s inequality.
follows
from similar steps (55), (56) in Appendix A, where we use
Csiszar sum identity.
follows because
is a degraded version of
where we use the Markov chain
.
and
follow because
is less noisy
than
where we use the following inequalities

In

we

also

use

the

Markov

chain

which follows from the memoryless property. Again, consider
the term

where
follows from the less noisy condition. Finally, consider the rate
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