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Abstract—In this paper, we study three types of jammers, namely, pulse-jammer, partial-band jammer, and follower-jammer, in a typical fiber-optic-based spectrally phase-encoded optical code division multiple-access (SPE-OCDMA)
system. We analyze, mathematically, the effects of the aforementioned jammers on the performance of an SPE-OCDMA system
for two scenarios, namely, ideal noiseless channel with an ideal
optimum receiver and an ultrahigh-speed nonlinear receiver based
on two-photon-absorption (TPA) in a noisy channel. Also, for each
of the above cases, two types of modulation, namely, ON–OFF keying
(OOK) and two-code keying (2CK) are investigated and their
system performances are compared. It is shown that under certain
conditions, the system performance can be dramatically degraded
due to the jamming signals; also, systems using 2CK modulation
show a better resistance and performance when compared to
systems using OOK modulation.
Index Terms—Jammer, on–off keying modulation, optical code
division multiple access, resistance capabilities, spectrally phase
encoded, two-code keying modulation, two-photon-absorption.

I. INTRODUCTION
NHANCED security is often mentioned as one of the key
benefits of spectrally phase-encoded optical code division multiple-access (SPE-OCDMA) systems [1]. However, the
margin and the degree of various security enhancement have
not been considered deeply in the literature. One of the criteria in determining the degree of security of a system is to assess its resistance capabilities against various jammers and attacks. In SPE-OCDMA system, coding is applied to the phase
of frequency spectrum of the ultrashort light pulses. Thus, at
the receiver front end the desired user’s data signal shape is a
noise-like Gaussian with low intensity and can be simply separated from multiple-access interference (MAI) by simple match
filtering (decoding). In this scheme, the properly decoded signals convert in to their original pulse shapes, and improperly
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decoded signals remain as noise-like Gaussian with low intensity, equivalent to temporarily broadened signals [1]–[3].
Thus, as a consequence of this noise-like Gaussian behavior,
the security of the system is enhanced, and it is considered as
one of the advantages of the SPE-OCDMA systems. At first
glance, this conclusion, i.e., security enhancement, seems reasonable. In general, the adversary tries to impose his control
over the communication of the information and its objectives
can be categorized as follows: 1) intercepting the information
furtively and 2) transmitting jamming signals to prevent successful communication for the target user [4]. The first objective
is introduced and analyzed in [5]–[8]. It is demonstrated that the
SPE-OCDMA systems with OOK modulation do not have security at all. The interceptor can easily break the system security nonwith simple energy detector without requiring knowledge about the spreading code. This vulnerability of the system
against eavesdropper can be somehow evaded by sending equal
energy for transmitting data bits of “1” and “0” (by using dif. So, using this
ferent encoders); this modulation is called
type of modulation and utilizing balanced detection not only the
system security improves but also the optimum threshold due to
the symmetry of transmission is zero, and it is also independent
of the number of users and the amount of power used by the
users [5]–[9].
The technology advancement in optical communication
makes it possible that even in fiber environment, the adversary
can tap in or by other means jam the target users. Although
various applications of SPE-OCDMA have found their place
in research and industry [10], performance of such schemes
against various jammers have not been investigated in literature
previously.
In this paper, we cover jamming issues and we introduce three
types of jamming signals and evaluate their effects on a typical
SPE-OCDMA system. In order to investigate jamming resistance and capabilities of SPE-OCDMA system, we have considered two scenarios. In the first scenario, we assume optimum
and ideal receiver structure and neglect all source of noise except multiple access. In general, the bandwidth of photodetectors is less than the bandwidth of transmitted optical signals;
hence, as a result, the performance of SPE-OCDMA systems
decreases [11]. Among a few solutions to improve the system
performance is to utilize ultrahigh-speed nonlinear TPA receiver
structure. Thus, in second scenario, the resistance capabilities
of SPE-OCDMA system with TPA receiver structure is ana-
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Fig. 1. Typical block diagram of U
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2 U , SPE-OCDMA system: (a) OOK modulation; (b) 2CK modulation.

lyzed. Also, for each scenario, we have investigated resistance
of the system for two types of modulations, i.e., OOK and
modulations.
The rest of the paper is organized as follows. In Section II,
we introduce the system under the consideration with optimum
detection scheme. In Section III, three types of jammers are introduced, and the performance of the system with two types of
modulation scheme in various jamming environments are evaluated. In Section IV, the noisy system with nonlinear TPA receiver structure is introduced, and the system performance in
different jamming environments for both modulations’ schemes
is evaluated. In Section V, numerical evaluation of the system
performance for different structures is discussed. Finally, we
conclude the paper in Section VI.

, and its effect on the performance
larger than , so
is considered in [1], [11], [12]. It is assumed that the th user is
the target user. As Fig. 1(a) shows, the received signal of the th
user,
can be written as

II. MULTIPLE-ACCESS SYSTEM’S DESCRIPTION WITH
OPTIMUM DETECTION SCHEME IN JAMMING ENVIRONMENT
In our system’s description, we assume that all users have
the same bit rate and transmit the same pulse format; in addition, each user uses random encoding as their spectral signature sequence. In this system, we ignore both the thermal and
quantum noises, but the system performance is sensitive to MAI
and jamming signals. Fig. 1(a) shows a typical
, OOK
SPE-OCDMA system, where is the number of users. The th
user’s initial ultrashort light pulses are characterized by a baseband Fourier spectrum,
given by [1]

where “ ” stand for complex conjugate operation.
However, in SPE-OCDMA system using
modulation,
each transceiver has two encoders and two decoders, one pair for
data bit “1” and another for data bit “0.” At the receiver end, the
output of decoder “0” is subtracted from the output of decoder
“1,” and the result is compared with zero [13]. Fig. 1(b) shows
a simplified structure for a
SPE-OCDMA system.

(1)
elsewhere
where
is the peak power of the ultrashort light pulse and
is the total bandwidth of the band-limited mode-locked laser
(MLL) pulse. To encode the coherent pulse, the initial spectrum
of the pulse is multiplied by a spectral-phase code, which consists of
frequency chips, each of bandwidth
,
where the phase of each frequency chips can be either 1 or
1 with equal probability. Post encoding, the duration of encoded pulses stretch to
, where
is the duration of
the original incident pulse. Note that from (1)
. In
general, the time duration of each user’s data source, , can be

(2)
where

is the properly decoded signal of the th user,
is the improperly decoded signal of the jammer,
and
is the improperly decoded signal of the th
user at the output of the th target user. The intensity of the received signal is given by
(3)

III. PERFORMANCE ANALYSIS OF SPE-OCDMA SYSTEM IN
VARIOUS JAMMING ENVIRONMENTS
In the following sections, building upon previously introduced SPE-OCDMA system with optimum detection scheme,
as shown in Figs. 1, we analyze the performance of the system
in different jamming environments for two types of modulations, namely, OOK and
modulations.
A. Performance Analysis of an Ideal Noiseless SPE-OCDMA
System in Various Jamming Environments With
Modulation
In the following, three types of jamming signals are modeled
and discussed, and the systems performance are evaluated analytically for various jamming environments.
1) Pulse-Jammer: A pulse-jammer
sends similar pulses
as the pulses of the MLL used by the users of the network but
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with higher power compared to the pulses of SPE-OCDMA
users. This jammer sends its pulses over a fraction of time with
, where
is the bandwidth
spectral amplitude of
of the MLL pulse, and (duty factor) is the probability that the
jammer is ON and transmits its pulses [see Fig. 2(a)]. In this
figure, we have eight jamming pulses in 40 data bits; hence,
, i.e.,
. When the jammer is ON, the trans, but the average power transmitted by the
mitted power is
jammer is a constant “ .” Therefore, the jamming pulses are
, and it is
characterized by a baseband Fourier spectrum
given as [see Fig. 2(b)]
(4)
elsewhere
For our pulse-jamming scenario, it is assumed that the duration of the transmitted jamming pulses is more than the duration
; so, the transmitted bits of the target
of one information bit
user encounters the jamming pulses over the channel with probability and does not encounter the jamming pulses with prob[14]. Hence, the probability of error
can be
ability
expressed as

(5)
In the following, the effect of
on the performance of the
system
with OOK modulation is investigated. Furtherto maximize . In
more, an attempt will be made to find
OOK modulation, users send a pulse for bit “1” and do not send
any form of pulse for bit “0.” At the target user’s spectrally
phase decoder output, the signal of the jammer is spectrally
phase encoded; so, it obtains the same characteristics such as
MAI signals. Therefore, we can write the probability density
as [1]
function (pdf) of the received intensity

Fig. 2. Representation of transmitting pulse jamming signals: (a) time domain;
(b) baseband Fourier spectrum of PJ’s signals.

is the probability of error given PJ and interwhere
fering users that transmit their ON data bits on the same time
slot as the target user’s data time slot. “Th” is the threshold of
is the probability that MAI plus jamming
the receiver,
is the probasignal cross “Th,” i.e., false alarm, and
bility that the combination of transmitting “1” in the presence
of the interference and jamming signal do not cross “Th,” i.e.,
miss detection. It is assumed that the target user’s threshold is
can be
set at optimum threshold to minimize . Thus,
evaluated as [1]
(8)
where

is the jammer to signal ratio and also
can be evaluated as [1]
(9)

is the Marcum’s Q-function. Substituting (8) and
where
(9) in (7) and averaging over number of interferences and PJ
being ON or OFF, we can write the unconditional error probability
as follow:
(10)

(6)
where is the number of MAI,
is the modified Bessel
function of the first kind and zeroth order,
is the unit step
function, and
is th transmitted data of th user.
Then, the conditional probability of error can be evaluated as

is equal to
, i.e., the PJ is OFF, and
is the probability of the presence of interfering users
that transmit ON data on the target user’s data pulse.
can be written as
when

(11)
where
is the number of interfering users and is equal
to the ratio of the bit period
to the encoded pulse duration
, i.e.,
.
2) Partial-Band Jammer: For a partial-band jammer (PBJ),
the jammer sends ultrashort light pulses that are characterized
by a baseband Fourier spectrum,
, given as (see Fig. 3)

(7)

(12)
elsewhere

EMADI AND SALEHI: SPECTRALLY PHASE ENCODED OCDMA COMMUNICATION SYSTEMS

5013

Fig. 4. Simplified structure of FJ.

Finally, we write the probability of error as
(17)

Fig. 3. Baseband Fourier spectrum: (a) target user’s initial ultrashort light pulse
spectrum; (b) PBJ’s signal spectrum.

where is the peak power of the jamming pulse and
is the
total bandwidth of the band-limited source of the jammer.
can be written as
(13)
Equation (13) implies that the spectrum of
pulses only
see
bins of the random phase code instead of
bins. Therefore, we can say that the transmitted signal of PBJ covers a fraction, i.e.,
, of the spectrum of the transmitted pulse of the
user. The signal of the PBJ when passing through the decoder
of the target user sees a code with length
and reduces to a
noise-like signal with power
.
Per our prior discussion, the behavior of PBJ in the presence
of interfering users at the receiver output of the target user has
an intensity probability distribution equal to

, we first
3) Follower-Jammer: For a follower-jammer
intercept the channel; then, after processing the intercepted
channel signal, we send it back on the channel continually. Fig. 4
shows a simplified structure of the target user’s transceiver in an
scenario. Let
,
where
is the required time for the FJ to process the interis the duration of a bit, is the velocity of the
cepted signal,
light, is the index of fiber, and
:
, 2, 3 are relative
distances. It can be concluded that the jamming signal in the
current bit duration is processed from the previous bit interval
and since signals in different bit durations are independent,
then the jamming signal is independent from the MAI and the
target’s signal of the current bit duration, i.e., signal . When
intercepts the channel, in addition to the target user’s signal,
i.e., signal , it generates interferences due to other users.
For the worst-case scenario, we let the loss of the jammer
path be dB and the jamming signal is synchronous with the
transmitted signal of the target user. Thus, the received signal
at the target receiver end can be written as

(18)
where
is the total gain through user’s path. We investigate
four possible scenarios and compute the probability of error for
all cases. The pdf of the received intensity, , at the output of
modulation
is
the receiver for
(14)

If we define
, and
, similar to the
PJ, we can write the conditional probability of error
as (6).
Similar to (6), we can compute
and
analytically,
and they can be expressed as
(15)

(19)

. When the target user transmits
where
, we can compute conditional probability of errors as follow:

and

(20)
and
(16)

(21)
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can be evaluated as
(22)

similar to [1],
be indicated as

,

are interfering signals due to MAI, one noise-like signal due
to the jammer, and a pulse due to the properly decoded of the
is evaluated as
target signal. So,

can

(23)
(27)
(24)

(25)

However, at the output of decoder
interfering and noiselike signals due to MAI and the PJ are similar to the output of
, but the transmitted signal due to the target user
decoder
is improperly decoded, as a result we have another noise-like
can be written as
signal. So,

where
is Marcum’s Q-function. Finally averaging over
and , the probability of error can be obtained as

(26)
where

(28)

.

B.
Modulation in Jamming Environment With Optimum
Detection
modPer our previous discussion, at the receiver end for
ulation, the encoded signal passes through the decoder and a
pair of balanced photodiodes receiver. The balanced photodiodes receiver provides subtraction of random variable
from
. Random variables
and
correspond to the output inand , respectively [9]. Hence, the final
tensity of decoders
.
is a
receiver output can be expressed as
random variable and its corresponding pdf in various jamming
environments is evaluated in the following sections.
1) Pulse-Jammer: First, we assume that the target user transmits bit “1.” Consequently, at the output of decoder , there

Since
and
are independent random variables, we
may compute
as the convolution of
and
pdf, so we get (29)-(30), shown at the bottom of this page.
Now we assume that the target transmitter sends bit “0,”
since there is symmetry in the system, it can be shown that
. Therefore, the conditional probability
of error can be evaluated as

(31)

(29)

(30)
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substituting (30) in (31) and considering the integral boundaries,
can be evaluated as
Fig. 5. Mathematical representation of an ideal TPA receiver structure.

(32)
Averaging over , i.e., being ON or OFF, and the number of
can be written as
multiuser interferences
(33)
where
Furthermore,

can be computed from (32) by setting
can be written as

.

Since there is symmetry in the system, we have
.
On the other hand when
, the output intensities of decoders
and
have Rician distribution, and the
pdf of
cannot be evaluated so easily. So,
in this case, we resort to Saddle-point approximation method to
compute the error probability of the system. The characteristic
function of random variable
, can be written as

(34)
2) Partial-Band Jammer: By defining
, then
the expressions for the probability of error will be the same as
. So, the condithe PJ, only it is necessary to replace by
tional probability of error can be written as

Since random variables
and
pendent, the characteristic function of

(43)
are statistically indecan be evaluated as
(44)

(35)
Finally, the probability of error can be written as
(36)
3) Follower-Jammer: In the presence of an FJ, it is sufficient
and
for each
to compute the pdf of the output of decoder
case. Therefore, properly or improperly decoded received sig, have intensity pdf
nals at the output of decoder ,
as

(37)
where
for the decoder

. If “-” stands for “not,” i.e.,
, we have

,

,
(38)
(39)

and for the decoder

, we can write
(40)

Using Saddle-point approximation, an excellent approximacan be
tion on the probability of error
obtained. Averaging over the number of interfering signals that
are present in the jamming signals and the network, the system
probability of error can be computed as follows:
(45)

IV. NOISY SYSTEM WITH NONLINEAR TPA
RECEIVER STRUCTURE
Optical communication is well suited for transmitting ultrahigh data rate, but the main bottleneck of such a system
is switching from high-speed optical domain to low-speed
electrical domain. To overcome this bottleneck, a nonlinear
detection such as TPA process has been introduced [11], [15],
[16]. It is shown that the rate of photoelectrons
, which
is generated by TPA receiver is proportional to the square of
the intensity of the light pulse in a period of , i.e.
(46)
where is the Plank’s constant, is the central frequency of the
received light, is the single photon absorption coefficient, and
is the TPA coefficient. For an ideal TPA receiver
, and
the number of produced photoelectrons at the output of an ideal
TPA receiver end can be written as [15]

(41)
(47)
When
and if we denote
, the conditional probability of error can be evaluated as

(42)

is a constant related to the frequency and physical
where
parameters of a TPA receiver. Fig. 5 shows an ideal TPA receiver
transfer function. The mean and variance of the random variable
is described in the Appendix. A typical representation
of an SPE-OCDMA using
-receiver is depicted in Fig. 6.
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3) Follower-Jammer: We have assumed that the transmitted
can be written as
signal of the

(51)

Fig. 6. Schematic of spectral-phase-encoded CDMA using optical amplifier
and TPA receiver structure.

path,
is the emulated
where is the total loss through the
bits that exists in
transmitted signals, and is the number
of active users when the jammer has intercepted the channel.
Therefore, the received signal at the target receiver end can be
written as

Also, concept of using
and
modulations is similar
to the noiseless with optimum detection scheme system.
(52)

A. Performance Analysis of a Noisy Channel With
Receiver and
Modulation in Various Jamming
Environments
modulation and evaluate the
In this section, we assume
system performance using Gaussian approximation. Therefore,
it is only necessary to compute the mean and the variance of
. Using Gaussian approximation, the
the random variable
optimum threshold can be computed as [17]
(48)
and
are the mean and
and
are the variance
where
of the random variable
, for transmitting “0” and “1,” respectively. Therefore, the error probability can be computed as
(49)
where
is the Q-function. In the following sections, we analyze the system performance in various jamming environments.
1) Pulse-Jammer: We have assumed that the average transmitted photons of a
is
; therefore, the noises due to optical amplification, amplified interfering users, and PJ’s signals
can be added to form noise-like Gaussian variable with a power
spectral density equal to
, which can be expressed as
(50)
is power spectral density of optical amplifier noise,
where
is the average transmitted photons of each user, and
is
total gain between transmitter and receiver. Substituting (50) in
(A.1)–(A.6), the mean and variance can be evaluated. Therefore,
using Gaussian approximation, the error probability can be expressed as (10).
2) Partial-Band Jammer: If we assume that the number
of frequency bins in the spectrum of the PBJ transmitted signal is
, then
can be rewritten as,
. By computing the mean and
the variance of random variable,
, the error probability
can be computed as (17).

where is the total gain between the transmitter and receiver,
is the transmitted bit of the target user, is the number of active
is the noise of the signal after passing through the
user, and
star coupler and optical amplifier with power spectral density
of
equal to [12]
(53)
where
is spontaneous emission factor,
is gain of the
optical amplifier, and
is total loss after the star coupler.
Since the interference signals that are presented in the
transmitted signal, i.e.,
, are independent of
the interference signals that are presented in the received signal,
i.e.,
, we can evaluate the average received
photons, and the power spectral density of the received signal
as
(54)
(55)
By substituting
ance of
, i.e.,

and

in (A.1) the mean and vari, can be evaluated then
. Since
,
has four different states, then the conditional error
probability can be evaluated as
and

(56)
computing the mean and the variance of each state, then the
probabilities can be evaluated as

(57)

(58)
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Fig. 7. Typical block diagram of U

2 U , 2CK SPE-OCDMA system using TPA receiver structure.

therefore, the error probability can be evaluated as

(59)

B.

Modulation With
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Receiver Structure

modulation strucAs we discussed before, in a typical
ture each user is affiliated with two codes namely
and
for encoding “0” and “1,” respectively, and also has two decoders for decoding “0” and “1.” Since we have assumed that
the random variable at the output of each decoder are statistically independent and have Gaussian distributions, their difference is also Gaussian with a mean value that is equal to the difference in means of
and
and a variance that is the sum of
the two output variances. Fig. 7 shows a typical
,
SPE-OCDMA system with
receiver structure. In the following sections, we obtained the performance of
scheme
in various jamming environments.
1) Pulse-Jammer: Let
:
, 1, denote the
output random variable of decoder
. Without any loss of
generality, we assume that the target user has transmitted bit
“1”; therefore, at the output of decoder
we can write
as
(60)
substituting (60) in (A.1)–(A.6), the mean and the variance
of random variable
can be evaluated such that
. Also, at the output of decoder
, we can write
as

Because there is symmetry in the system, it is obvious that
; so
. Expectation over
reduces the
system error probability to (33).
2) Partial-Band Jammer: In this case, it is sufficient to update the mean and the variance of output random variable by
. If we assume that bit “1” is transmitted at the
computing
output of decoder
, we have
and at the output of decoder
we have
. Now similar to PJ, the
error probability for PBJ can be written as
(64)
3) Follower-Jammer: Following the same trend, we assume
that the transmitted signal of an
system is similar to (51).
But we know that the user transmits bit “0” by encoding the
pulse with code
and bit “1” by encoding with code . At
the output of decoder , the and
can be evaluated as
(65)
(66)
Substituting (65) and (66) in (A.1), the mean and the variance of the output Gaussian random variable of decoder
denoted as
can be evaluated, i.e.,
. And, for the output of decoder , we
can write
(67)
(68)

(61)
Similar to the
, we can write
. Then, the final random variable, i.e.,
can be written as
(62)
So the error probability when bit “1” is transmitted can be
evaluated as

Therefore by denoting the output random variable
of decoder
as
then
. The final output random variable
can be written as
(69)
Since the output random variable of decoders
and
are
independent,
has also Gaussian distribution and can
be expressed as

(63)
(70)
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Fig. 8. BER versus duty factor of the PJ for JSR
and 2CK modulations.

= 3, 6, and 9 dB and OOK

Fig. 9. BER versus number of frequency bins of the PBJ for JSR
9 dB and OOK and 2CK modulations.

= 3, 6, and

Therefore, the conditional error probability can be written as

(71)
Since there is a symmetry in the system
rewritten as

can be

(72)
Computing the mean and the variance of the two random variables, i.e.,
and
, the probabilities can be evaluated as
(73)

(74)
Finally, the error probability can be computed as
(75)

V. NUMERICAL RESULTS
In this section, based on the performance analysis presented
in Section III and IV, the numerical results for each system, i.e.,
ideal noiseless system with optimum detection and the suboptimum with nonlinear
system each with
and
modulations, are discussed.
A. Ideal Noiseless System With Optimum Detection
,
For SPE-OCDMA system employing code length
bit rate
, coherence time of the pulse
fs,
and the number of users
, the
for both types of

and
, in the presence of difdata modulation, i.e.,
ferent jammer scenarios are demonstrated in Figs. 8-10. Also,
of the system without jamit is worth mentioning that the
and
for
and
ming signal is
modulations, respectively.
The
of the system in the presence of a PJ for several
versus duty factor is plotted in Fig. 8. As obvalues of
served, the system performance in the presence of a PJ is subhas an optimized
stantially degraded. It can be seen that
duty factor, namely,
to maximize the
. That is, if the
jammer transmits its jamming pulses over a fraction of time,
–0.1, then it is more effective than sending
i.e.,
its pulses all the time with a constant average power . As expected, as
increases,
and
increase as well. The
resistance of the system using
as opposed to
modulation against
attack is quite evident; also one of the great
modulation is zero threshold that is aladvantage of using
ways optimum.
of the SPE-OCDMA system in a parFig. 9 shows the
tial-band jamming environment versus the number of frequency
. It is observed,
bins of the spectrum of the jamming signal
, as the bandwidth of the
that for constant jammer power
decreases. This is due to the
jamming signal increases, the
fact that the variance of the noise-like signal due to the jammer is
; hence, the larger the
the less effective
the jammer. Hence, if the PBJ sends its pulses with a narrower
spectrum, it can be more effective in degrading the system per-system against
formance. As expected, the resistance of
PBJ is more than the
-system, by one order of magnitude.
Fig. 10 shows the
of an SPE-OCDMA system in the
presence of the FJ. The
is plotted for several values of MAI
users versus the jammer path loss. This jammer is the strongest
jammer because the jamming signal is highly correlated with the
desired signal and can effectively change the mean value of the
received signals. So, if the jammer properly process and amplify
the intercepted signal, it can severely degrade the performance
of the system since the
of the system without jamming
is
and
for OOK and
signal for
modulations, respectively. It can be seen that the
of the
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Fig. 10. BER versus FJ path loss for U
modulations.

= 40, 20 users and OOK and 2CK
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Fig. 12. BER versus number of frequency bins of PBJ for photodetector speed
of 25, 250 GHz, and OOK and 2CK modulations.

Fig. 13. BER versus FJ path loss for photodetector speed of 25, 250 GHz, 2.5
THz, and OOK and 2CK modulations.
Fig. 11. BER versus duty factor of the PJ for photodetector speed of 25,
250 GHz, 2.5 THz, and OOK and 2CK modulations.

OOK system is almost constant when the FJ path loss is neglisystem, the
decreases as the
path
gible; but, in a
loss increases; this is a direct result of zero threshold for
modulation. Therefore, we can conclude that the resistance of
system against various jammers is always more than the
resistance of an OOK system.
B. Numerical Result of Nonlinear

Receiver

of a system that uses
receiver for different
The
cases is sketched in Figs. 11-13 using the parameters specified
in Table I. As discussed before, most of the energy of the decoded pulse is assumed to be within a chip time [11]; this fact
is used in analyzing the performance of
receiver Gaussian
approximation. Also, it is worth mentioning that the
of
the system using OOK modulation without jamming signal is
,
and
for 2.5 THz, 250 GHz, and
25 GHz receiver, respectively, and the
of the system using
modulation without jamming signal is
,
,

for 2.5 THz, 250 GHz, and 25 GHz receiver,
and
respectively.
of a typical SPE-OCDMA system with
reThe
ceiver and OOK and
modulation for various photodetector
speeds in the presence of PJ is sketched in Fig. 11. It can be seen
that for both types of modulation, the PJ degrade the system perat about 0.05.
formance specially at its optimum duty factor
Also, it is obvious as the speed of the photodetector increases
the system performance enhances as expected. As shown in this
,
figure, when the PJ degrades the system performance at its
there is no noticeable difference between the performance of
systems.
OOK and
Fig. 12 shows the
of a system with
receiver for
OOK and
modulation in the presence of a PBJ for 25 and
250 GHz receiver. As expected, the performance of the system
degrades as the PBJ sends its pulses with a narrower frequency
bandwidth. Fig. 12 shows that when the speed of photodetector
modulation has a better perforis 25 GHz, the system with
mance than the OOK modulation against PBJ attack. But, when
the speed increases both modulation schemes behave similarly.
Fig. 13 shows the
of a system with a
receiver
for OOK and
modulation in the presence of an FJ for 25,
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TABLE I
TYPICAL VALUES USED IN THIS PAPER FOR TPA-RECEIVER

250 GHz, and 2.5 THz receiver. It is demonstrated that, as the
FJ path loss increases the system performance improves. This
modulafigure shows that in this attack the system using
tion can resist more against the FJ attack than the system using
moduOOK modulation. Since the optimum threshold in
lation is always zero, the
of such a system decreases faster
when the FJ is strong, i.e., in low path loss conditions.

APPENDIX A
In this Appendix, we obtain the mean and the variance of
received signal using the method described in [15]. The mean
, can be evaluated
and the variance of the random variable,
as
(A.1)

VI. DISCUSSION AND CONCLUSION
In this paper, we introduced, modeled, and analyzed three
types of the jamming signals and their effects on the performance of two types of receiver structures of SPE-OCDMA
systems, optimum and
receiver structures. In the former,
thermal and quantum noises are neglected. In essence, the
system performance degrades due to MAI and the jamming
signals. It is shown that various jamming signals can degrade
the performance of the system dramatically under certain conditions. We have also considered two types of modulation in
each case, and it is shown that the system using
rather than
OOK modulation obtains a better performance against jamming
signals. Since the speed of photodetector is less than the bandwidth of MLL’s pulses, a nonlinear receiver, e.g.,
receiver
is suggested to improve the system performance. Therefore, in
the latter system, the SPE-OCDMA system using
receiver
is considered. The performance with
includes various
noises such as thermal noise, optical amplifier’s noise, and shot
noise along with MAI and the jamming signals. It is shown
that jamming signals can severely degrade the performance of
such systems also. In
receiver, the performances of OOK
and
systems are similar, but the performance of
system in the presence of the FJ is better than the OOK system.
Furthermore in OOK systems, we assume that the receiver
obtains the optimal threshold, which is obtained by a great
deal of effort, but in
modulation the optimal threshold
is zero and there is no computational complexity. For both
systems, we show that as the code length
increases, the
performance of the system improves when facing PJ; however,
this solution is not effective against partial-band and FJ attacks.
If the receiver randomly processes some frequency bins of the
pulse spectrum, it is expected that the effect of the partial-band
jamming signals reduces too. For FJ, randomly changing users’
codes with a speed faster than the processing rate of the FJ can
be effective in such jamming environments.

(A.2)
is the quantum efficiency, is defined in [15] as
( is the volume of photodetector, is the
integration time of photodetector, and is the area of
photodetector), is the average number of received photons,
is
the power spectral density of the noise, and
is the number of
modes in the received signal which depends on the speed of the
receiver photodetector [15]. These parameters can be evaluated
as
where

(A.3)
(A.4)
(A.5)
(A.6)
is the optical amplifier gain,
and
are the
where
losses before and after the star coupler, is the number of network’s users,
is the power spectral density of the amplifier noise,
is the spontaneous emission factor of the optical
amplifier,
is due to the amplifier noise and the presence of
other users’ signal as improperly decoded interference signal.
It is assumed that the bandwidth of the filter is equal to the
bandwidth of the signal, i.e., . Without any loss of generality
and for the sake of mathematical simplicity, it is assumed that
, which is the total number of longitudinal
modes or samples in the received signal [15].
In our performance analysis, we include the shot noise and
thermal noise effects. So the mean and variance of the random
variable,
, can be evaluated as

where
noise. In this expression,

(A.7)
is the variance of the thermal
is the Boltzmann’s constant,
is
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the equivalent temperature of the receiver, is the integration
time period, is the electron charge, and
is the resistance of
load, which is seen from the photodetector input.
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