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Abstract—In this paper, a new scaling-based image-adaptive
watermarking system has been presented, which exploits human
visual model for adapting the watermark data to local properties
of the host image. Its improved robustness is due to embedding
in the low-frequency wavelet coefficients and optimal control of
its strength factor from HVS point of view. Maximum-likelihood
(ML) decoder is used aided by the channel side information. The
performance of the proposed scheme is analytically calculated
and verified by simulation. Experimental results confirm the
imperceptibility of the proposed method and its higher robustness
against attacks compared to alternative watermarking methods in
the literature.

Index Terms—Human visual system (HVS), maximum-like-
lihood decoder, scaling-based image watermarking, wavelet
transform.

1. INTRODUCTION

IGITAL watermarking is a process in which some in-

formation is embedded within a digital media so that
the inserted data becomes part of the media. This technique
serves a number of purposes such as broadcast monitoring, data
authentication, data indexing and so forth [1]-[3]. A digital
watermarking system must successfully satisfy trade-offs be-
tween conflicting requirements of perceptual transparency, data
capacity and robustness against attacks [4]. These trade-offs
are investigated in [5] and [6] from an information-theoretic
perspective.

Watermarks have two categories of roles: In the first category,
the watermark is considered as a transmission code and the de-
coder must recover the whole transmitted information correctly
[7], [8]. In the second category, the watermark serves as a veri-
fication code. In the latter system, the watermark detector must
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simply determine the presence of a specific pattern [9]. Since the
footprint of the verification watermarking, that is, the number of
pixels per watermark code bit is typically higher, this case has
higher robustness as compared to the subliminal channel (trans-
mission code) case. In watermarking schemes, the watermark
message is embedded in the host signal in different ways, for ex-
ample, additively or multiplicatively [10]. For additive case, the
optimum detection has been investigated in [11] and [12]. Since
the multiplicative watermarking approaches are image-content
dependent [3], they have higher robustness, and thus, they are
preferred to additive watermarking methods for copyright pro-
tection [13].

The correlation detector has been used for multiplicative wa-
termarking in [3] and [10]. However, since correlation detection
is suboptimal for multiplicative watermarking in the transform
domain, several alternative optimum and locally optimum de-
coders have been proposed [13], [14], [16]-[18]. In [13], a ro-
bust optimum detector for the multiplicative rule in the DCT,
DWT and DFT domains is proposed. The distribution of high
frequency coefficients of DCT and DWT are assumed to be
generalized Gaussian while the magnitude of DFT coefficients
are modeled by Weibull distribution. A maximum-likelihood
detector for the multiplicative rule using generalized gamma
model has been presented in [16]. Solachidis et al. calculated
the distribution of DFT coefficients analytically and showed
that it is not exactly Weibull. They designed the optimum de-
tector for multiplicative watermarks in DFT domain of nonwhite
signals [17]. In [18], the locally optimum detector for Barni’s
multiplicative watermarking scheme using human visual system
(HVS) in the wavelet transform domain has been presented.

Notice that all the aforementioned methods [13], [14],
[16]-[18] address 1-bit watermarking where the decoder has to
verify the presence of a specific code word in the marked image.
In contrast in the multi-bit watermarking schemes the decoder
has to extract some hidden data without knowing it in advance.
This is the major difference between 1-bit verification and
multi-bit detection methods. In this latter category, Barni et al.
[15] introduce a multiplicative watermarking while Perez-Gon-
zalez et al. [34] refer to additive watermarking. Recently, a
heuristic multi-bit data hiding method based on the multiband
wavelet transform and the empirical mode decomposition [35]
is introduced in [31].

In this paper, in order to achieve higher robustness against
various attacks, a new scaling-based multi-bit watermarking ap-
proach in the wavelet transform domain is used. In our imple-
mentation, the host image is segmented into small blocks and
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Fig. 1. Block diagram of the proposed watermarking scheme. a) Embedding. b) Decoding.

high entropy blocks are chosen. In each block, low-frequency
wavelet coefficients are scaled upward or downward by a con-
stant factor depending on the value of the watermark bits. This
constant value, named the strength factor, is optimized both to
minimize the impact on the quality of the image [19], [20] and to
obtain the best detection performance. For data extraction, sim-
ilarto [15], [21], and [22], the ML detector is used. However, our
decoder profits from the knowledge of certain characteristics of
the original image, like variances of image blocks which makes
the proposed decoder semi-blind. We model the low frequency
wavelet coefficients of image blocks with Gaussian distribu-
tion. Under this assumption, the optimum threshold and error
probability of the proposed scaling-based watermarking method
are analytically calculated. Besides, analytical formulations of
performance analysis for this decision-theoretic problem under
Gaussian signal and Gaussian noise conditions are presented.

The rest of the paper is organized as follows. In Section II,
the proposed scaling-based watermarking method using wavelet
transform domain and HVS characteristic are introduced. In this
section, the optimum threshold in the ML detector is analyti-
cally investigated. Performance analysis of the proposed method
is also presented in Section III. The multiobjective optimiza-
tion approach to find the best value for the strength factor is
elaborated in Section IV. Section V contains simulation results
and discussions about the robustness of the proposed approach
against common attacks and the comparison of its performance
over other watermarking techniques and finally Section VI con-
cludes the paper.

II. PROPOSED METHOD

A. Watermark Embedding

Imperceptibility of watermarking is based on the judicious
exploitation of the characteristics of the HVS. According to the
entropy masking of Watson’s visual model [23], we utilize high

entropy blocks of an image to insert our image-dependent wa-
termarking scheme. That is, we segment the host image into
non-overlapping blocks and choose the /V higher ranking blocks
in estimated entropy measure for watermarking purposes.

We apply the 2-D discrete wavelet transform (DWT) to each
selected block. Then we embed a single bit of “0” or “1” in
each block by manipulating the wavelet coefficients in the last
approximation scale based on the following strategy:

W! =W, -« For embedding 1 (1)
1

W! =W, - — For embedding 0 )
o

where « is called the strength factor and is larger than 1.

Any visible effect, such as blocking, due to the manipula-
tion of wavelet coefficients is controlled using a parameter op-
timization method as in Section IV. As shown in this section,
we tend to use very small values of the strength factor «. In the
experiments, we observed this factor to be smaller than 1.05.
The watermarked image is obtained by inverse DWT of the
blocks whose coefficients are scaled according to (1) and (2).
The block diagram of the proposed watermarking method is
shown in Fig. 1(a).

Notice that this watermarking method differs from any mul-
tiplicative watermark, where one would have W/ = W;(1 +
aC;) or in fact from any quantization-based method where one
would write W/ = round(W;/Q;)Q;, where Q); is a quantiza-
tion factor. Therefore we call the proposed method as “scaling
watermarking.”

B. Watermark Decoding

Our decoder, as shown in Fig. 1(b), is equipped with the side
information channel which bears three types of information.
These are: 1) The positions of the blocks that qualify for em-
bedding a bit in virtue of their entropy level; 2) The mean and
variance of the low-pass scale of these blocks; and 3) The em-
bedding strength factor cv. As discussed in Section V-A, this side
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Fig. 2. Histogram of approximation wavelet coefficients for different blocks of
Baboon test image.

information is compressed to less than 1.7 Kbits using a proper
compression technique.

To extract the hidden bit in each block, we implement an op-
timum decoder as follows. Mihcak et al. [24] have assumed that
high-pass wavelet coefficients possessed Gaussian distribution.
In the same way, we show experimentally that the approxima-
tion coefficients could be well approximated by a Gaussian dis-
tribution. Fig. 2 shows this issue for different blocks of Baboon
test image. We can see that the distribution of approximation
coefficients can well be modeled by Gaussian distribution func-
tion. Besides, we perform Kolmogorov—Smirnov test [36] to
compare the values of approximation coefficients with a stan-
dard normal distribution. The test shows that for 75% of image
blocks, this test confirms that the approximation coefficients are
Gaussian at the significance level of 5%. Therefore, we imple-
ment this distribution to develop our decoder.

We consider a generic block chosen for watermarking and let
w, represent the wavelet coefficients of the approximation band
used for watermark embedding with mean g and variance o2.
After data embedding, depending on the message bit (0/1), these
coefficients are multiplied or divided by the strength factor «.

At the receiver, we receive the coefficients 4; which are the w;
coefficients contaminated by zero mean AWGN. In other words,
we model the effect of attacks simply as AWGN. Since both
wavelet approximation band coefficients and noise are indepen-
dent from each other and independent identically Gaussian dis-
tributed, the distribution of y for “1” or “0” embedding can be
written as

Yip = a-wi +ni = yijp ~ N (aﬂa yll) ) (3)

Similarly, for “0” embedding, we have

-1
yio = o~ witni = o~ N (07 02 ) (&)
where 0?3| = a?0? + o2 and a Yo = a~20% + o2. Further-
more, 02 is the variance of the noise in the related subband,

which can be estimated as follows. If we denote the noise stan-
dard deviation in the image by &, it can be estimated from the
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H H{ wavelet subband, the diagonal subband in the first level of
decomposition, by the robust median estimator, as suggested in
[25]:

g =

Median(]Y;])
0.6745 ’

This estimator is given by the median value, which is the value
that is the middle one in a set of values ranked in size, of the
absolute values of the wavelet coefficients in the HH1 band. By
estimating &, we can find the noise standard deviation in the last
lowpass scale o,, as

Y;; € subband HH;. 5)

on = [|Lllo ©)

where L is the unit sample response of the filter that generates
the approximation band. Moreover, ||.|| is the norm operator:
L] = /3o >0 L2 ).

Since the wavelet coefficients are decimated in each level
of decomposition, they are assumed to be i.i.d. in our model.
Therefore, the distribution of these coefficients in a specific
block with IV coefficients 41, 42, . . ., yn for “1” embedding is

Tl —(yi—on)’ /2.0
P(yl7y27---,yN|1)=H7-e n(7)
i=1

2
27ray‘ L

and for “0” embedding, we have

N
1 —(yi—a 2.02
P(yl,yg,...,me):Hi.e (v )/ Vo
i=1

s /27r0§‘0
()

For the maximum-likelihood (ML) decision, we must have

P(y17y2/7yN|1) 2[1) P(yl,y277yN|0) (9)
Thus, by substituting (7) and (8) in (9), we have
N
H 1 —(yi—ap)”/2 Uy“
i 27TJ§|1
1 — —a~! o2
2(1) H e (yz lu‘) /2 Yjo (10)
i 27TJ§|0
We take the logarithm of both sides
N
_Eln( yp)_ 5 Z —oeu
1 4=1
N
N 1
zb -5 (0,) ~ 5> (i —a™')’ an
ym i= 1
Then, after some simplifications, (11) is converted to
Y — Yi
<Uy0 y|1> Zz; <Uy|0 yl) ;
1 Ty s a?
9o Uy\o Uyu

Through (3), (4), and (12), the best decision depends obvi-
ously on the estimate of the noise variance 2. If we can obtain
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an appropriate estimation of the noise, the decision is made ac-
cording to (12). Consider the decoder at the limiting values for
high SNR, that is o,, — 0, one has

N N

(a* — 1)2.%'2 —2a(a? — 1)2 yi 26 ANaa?In(a). (13)

i=1 i=1

Moreover, if we let & = 1 + ¢, (13) can be reduced to

N N
> ui =Y yizoNo® (14)
=1 =1

We can see that for high SNR and values of « close to 1, the
decoder is strength factor independent.

III. PERFORMANCE ANALYSIS

We start by deriving the error probability of the proposed wa-
termarking technique in the presence of AWGN. The error oc-
curs whenever data bit one is embedded in an image block while
zero is decoded at the receiver end and vice versa. Now assume
that one is embedded. According to (12), the error occurs when

N N
Py =P (cZy%&qu; <T|1> (15)
=1 =1
where
1 1 « at
<:<UT_UT)7 5:2N<UT—UT>
Yo Y Y Yo

and

o —2 2
T=2Nn | 22 ) - N2 [ - - 2 ).
Tyjo UZI|0 Uy\l

According to (3), y;1 has a Gaussian distribution of
. Thus, ap)/oy,,

we conclude that z; ~ N(0,1). Therefore, we can write
a
SN y2in (15) as

if we define z;, = (y;—

N
Z v = (i —op+ap)’
= 1 N
= Z —ap)? + 2auz —ap) + ) (an)?
N N1 1 1=1
:05“ Zzﬁ + ZQNZ y; — No2pu? (16)
=1 =1

Now, we define Qn = Zi\;l z;2. Since z; has normal distri-
bution, ) ;y will have a chi-square distribution of order N; i.e.,

QN ~ X3 - Moreover, if we define ¥y = Z]\il i, it will have
a normal distribution; i.e., U5 ~ N ( Nayu, Ncry‘1
Thus, we can rewrite (15) as

N N
Py :P(C (osl Zz? + 201#2 Yi — Na2u2>
i=1 i=1
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N
+8> i< T|1)

=1

=P (o2, Qu + Can¢ + Uy < T+ (Nau?)1)

=P(a1Qn +a2¥n <T") 17
where
ap = CO';H; az = 20[/1’<+€7 T’ :T—}-CNO{Q/LZ.
Thus
.00 T’ —a1x/az
Py = / fan () / Funy dy| do
0 — 00
> T —a1x
= / foun (@) Fy, <41> dz (18)
0 az

where fo, (z) and fu , () are the probability density function
(pdf) for Q@ and ¥y, respectively. In addition, Fy , (z) is the
cumulative distribution function for ¥ . Since Q5 has a chi-
square distribution, its pdf is

1 (N/Z—l)e—z/Z z>0
y(@)=1{ 27" (19)
fau (@) = { 77112 e
If we integrate by parts to simplify (18), we get
T —a1z\1~
Pe|1 = |:FQN(x)F‘PN <71>:|
/ Fou(x
,/27rN0 L
% e —(T'—a1z/as— N(wp) /2Nrry|1 do (20)

where Fy, , (z) is the cumulative distribution function for Q

and is defined as
N =z
Fav()=71(55)

where (a, ) is called the lower incomplete Gamma function
and is defined as

2n

v(a,z) = (22)

L[ e
e “t* dt.
I'(a) Jo

The first term in (20) is equal to zero because Fg , is zero in
xz = 0 (for N > 0) and Fy, (T' — a12z/az) is zero at oco.
Therefore, the error probability in case of embedding 1 is as

follows:
L a [ (N
s T\ 272

Pe|1 =
\/2rNo2 =~ 2
11
—(T"—ayz/as—Nap)?/2No?

Xe It dx.  (23)

Similar approach can be used to compute P,|o. For the case of
’0’ embedding, we have:

e|0 = (CZ yi + fz Yi > T|0>

=P (hiQy + b ¥y >T") 24)
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where

by =2a""'puC+¢, T'=T+(Na 2y’

and
Qy ~xk Uy~ N (Na~lp,No2 ).

_ 2
- Co—y|07

Then, using integrating by parts, we simplify (25) as

T'"— blm/bz
T" —
el
. bz
N z T" — bz °
"5 2) (- (55,
e Y=, =
bg,/ZWNagm 0 2°2

" -1
8_(T —biz/bo—Na~p)? /2N0y‘0d

(25)

Because for N > 0 the value of y(N/2, z/2) is equal to zero in
x = 0and lim,_,, y(N/2,2/2) = 1, the first term in the last
conclusion in (25) is equal to 1. Therefore, the error probability
in case of embedding 0 is as follows:

T" —byx/bs—Na~'p)?/2No?

6\0—1_

o dr. (26)

In conclusion, as the data bits “0” or “1” are embedded in the
host image with the same probability, the total error probability
is shown in (27) at the bottom of the page.

We utilize the above error probability function in optimizing
the parameter « as discussed in Section IV.

IV. PARAMETER OPTIMIZATION

The parameter « has a critical effect on the performance of the
watermarking scheme. Its value affects two conflicting factors
in the watermarked image:

1) Visibility: increasing « causes more distortion to the image
and the watermark may become noticeable; 2) Robustness: as
« increases, greater robustness can be achieved against various
attacks.

Since there is a trade-off between visibility and robustness,
we utilize a multi-objective optimization technique to select an
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[AC)
A

> F(x)

Fig.3. Goal attainment optimization method: F; («) and F>(«) are two sample
objective functions.

appropriate value for a which ensures imperceptibility with ac-
ceptable robustness.

To show the effect of the o parameter on the distortion occur-
ring in the image, we use the image quality index ) suggested
in [19] and [20]. In this quality assessment method, any image
distortion is modeled as a combination of three factors consid-
ering the properties of the HVS: loss of correlation, luminance
distortion, and contrast distortion. This image quality index out-
performs traditional quality assessment methods such as MSE
due to its conformity to HVS and subjective tests.

If we denote the original and the manipulated watermarked
images with o and m, respectively,the quality index @ is defined
as

(267% + 01)(200m + 02)
[(6)2 + (m)? + C1](02 + 02, + Cy)

Q= (28)
where 0, m, 0(2), and 031 are the mean values and variances of o
and m, respectively, and

1 N

Oom = ﬁ; (0; — 6)(m; — )

where N is the number of samples. Moreover, parameters C
and Cy are defined as

C1 = (K1il)?, Cs = (K>l)?

where [ is the dynamic range of the pixel values (255 for 8-bit
grayscale images), and K1, K2 < 1 are small constants (we
choose K; = 0.01 and K> = 0.03 throughout this paper).
The best value for () is achieved if and only if m; = o; for

alli=1,2,...,N.

1

1
Pe=§Pe|1+§Pe.\0

\/m b2/ <

a1 /oo <N LIZ’) —(T"—a1x/as—Nap)?/2No?
N yl—=,=]e It dx
a2 /27rN032/I1 J0o 2°2

) e_(T,’—bll'/b2—Na tp)? /2N0y|0 d:l}"| 27)
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Fig. 4. Example of implementing the goal attainment optimization method to find the optimum o parameter. (a) fz (). (b) fp (<), where Daubechies wavelets
of length-8 Symlet filters have been used to result in three levels of decomposition. The block size is 16 X 16 and the message length inserted in the image is 128
bits. (c) Implementation of goal attainment optimization method to find the optimum « parameter.

Since image signals are generally non-stationary and image
quality is often spatially variant, it is reasonable to measure sta-
tistical features locally and then combine them together. Wang
et al. [19] suggested to apply the quality measurement to non-
overlapping B X B block segments of the image, calculate a
local index (); for each block, and find the overall quality index
for M blocks by arithmetic averaging as

LM
Q=1y; > Q;. (29)
j=1
However, as humans judge the image quality based on the
worse blocks, we decided to use the geometric averaging in-

stead. This way a single low-quality block can effectively re-
duce the overall Q. Thus, we calculate the quality index as

1/M

M
Q= ]l (30)
j=1

Therefore, we have two objective functions: fp(«), which
reveals the effect of a on the distortion and is calculated as
fo(a) = 1 — Q(«), and fg(«), which exhibits the robust-
ness and is calculated as the error probability function in (27).
The first objective function is monotonically increasing with «,
while the second one is monotonically decreasing. Our goal is
to find an optimum value of alpha which minimizes both these
objective functions. However, given the very different nature of
the two objective functions, we cannot sum them. Therefore, we
treat it as a multiobjective optimization problem. To solve this
problem, we use the goal attainment method of Gembicki [26].

In this method, to optimize a set of m objective functions
F(z) = [Fi(x), Fy(z),..., Fn(z)] which have some trade-
offs, a set of design goals, F'* = [F},Fy,..., F}] and a set
of weights, d = [dy,da, .. ., d,] are considered. Then, the goal

’ ’

attainment problem can be formulated as

min A
AER
subject to  Fi(x) — diX < F

z € 31)

where (2 is the feasible region in the parameter space = and \ is
an auxiliary variable unrestricted in sign. The weight vector, d,

i=1,2,...,m,

enables the designer to select trade-offs between the objectives.
That is, if we can tolerate an objective to be under-attained, a
smaller weight is assigned to it; conversely if we require objec-
tive to be over-attained, then a larger weight must be assigned
to 1t.

Fig. 3 illustrates geometrically the goal attainment method
for two objective functions. In this figure, F'(2) is the feasible
region in the objective function space. The minimum value of A
occurs in F; where F'*+d )\ vector intersects the lower boundary
of the objective space F'(2).

In our problem we have two competitive objective functions
fe(a) and fp(«). Using the goal attainment method, we can
find the optimum value of « according to the image quality
metric in (30) which yields acceptable robustness. As an ex-
ample, Fig. 4(a) and (b) shows the two objective functions
fe(a) and fp(a) versus different values of « for Barbara
test image of size 512 x 512. Fig. 4(c) illustrates the goal
attainment optimization method for this test case, where fg(«)
has been plotted versus fp(«), with « parametrically varying.
As we see the optimum value of « is obtained as 1.0218.
In this experiment, the weights are considered to be 0.6 and
0.4 for fp(a) and fg(o), respectively. The same strategy is
implemented for each image to find the optimum « parameter.

V. EXPERIMENTAL RESULTS

We have performed several experiments to test the proposed
algorithm and evaluate its performance against various kinds of
attacks. Throughout our experiments, we use the Daubechies
length-8 Symlet filters with three levels of decomposition to
compute the 2-D DWT. The watermark data is embedded in the
third level approximation coefficients of each block. The results
are obtained by averaging over 100 runs with 100 different pseu-
dorandom binary sequences as the watermarking signal.

For this study, we use six natural images (Barbara, Boat,
Baboon, Plane, Peppers, and Goldhill) of size 512 x 512. The
original test images and their watermarked version using the
proposed method with 16 x 16 block size and 128 bits message
length are shown in Fig. 5. As we can see, the watermark invis-
ibility is satisfied. The mean peak signal-to-noise-ratio (PSNR)
of the watermarked images are 48.15, 47.14, 46.65, 45.61,
47.08, and 47.26 dB, respectively. Notice that the optimum
value of the embedding strength factor a is unique for each
image and the above PSNR figures are calculated accordingly.
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Fig. 5. Original and watermarked test images using the proposed method with 16 X 16 block size and 128 bits message length: Barbara, Boat, Baboon, Plane,
Peppers, and Goldhill. For each image, the left one is the original test image and the right one is the watermarked image.

This embedding strength factor « is a compromise between
distortion averaged over the blocks as in (30) and the error
probability. We calculate the error probability as follows: the
error probability in each block of image is computed for the
given « using (27) and then fg(«) is computed by averaging
over the error probabilities in all the image blocks.

A. Setting of Decoder Parameters

First, we run a limited set of experiments to determine the
appropriate block size and the watermark message length. BER
results after different attacks for different images are given in
Table 1. Recall that our watermarking scheme allows for mes-
sage lengths between 1 and (M /N)? for an M x M image itself
segmented to N x N-sized blocks. For any block length, the
number of engaged blocks can be varied by setting the block
entropy threshold. In this experiment, we have varied the block
size from 8 to 32, and the number of blocks engaged, that is
the message length, from 128 to 2048. Whatever the block size
and the payload, that is, the number of bits embedded, the mul-
tiobjective optimization balances the distortion and the error
probability effects by adapting the strength parameter, as de-
scribed in Section IV. In other words, the strength parameter «

decreases for longer codes by the optimization method to sat-
isfy the quality criterion, which is inversely related to robust-
ness. That is, as we see in Table I, longer message length results
in lesser robustness.

As in Table I, the experiments consists of a limited set of
attacks, namely, JPEG compression (Q-factor 10%), white
Gaussian noise (0, = 20), median filter and Gaussian filter
both with 3 X 3 window size. Our experiments on various block
sizes and watermark message lengths indicated that the case
of 16 x 16 block size and 128 bit message length was the best
compromise. The watermarked images shown in Fig. 5 are
achieved with these selections.

A typical side information bit budget needed for an image of
512 x 512 pixels and assuming 16 x 16 block size and 128-bit
message length is as follows.

1) Block positions: 1 bit/block = (512/16)? = 1024 bits (we

send “1” if a block is among the high entropy blocks and
“0” otherwise).

2) 8-bit words for the mean and variance of the low-pass scale

for each watermarked block: (8 + 8) * 128 = 2048 bits.

3) Strength factor a: 8 bits.

Thus, the raw side information necessitates 3080 bits/image.
The block positions, however, can be compressed to near 512
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TABLE I
EFFECT OF BLOCK SIZE AND MESSAGE LENGTH ON THE WATERMARK ROBUSTNESS [BER (%)]. BOLD FIGURES DENOTE THE BEST RESULTS ACHIEVED
Block  Message Barbara Boat Peppers
Size Length JPEG Noise Med. Gaus. JPEG Noise Med. Gaus. JPEG Noise Med. Gaus.
(bitS) (Q=10%) (o0n=20) (3 X 3) 3 %X 3 (Q=10%) (on=20) (38 X 3) B x3) (Q=10%) (o0n,=20) @B x 3) 3 x 3)
8 128 5.95 5.92 7.90 3.33 16.70  9.75 1421  5.60 19.29 11.09 3.34 2.21
8 256 7.80 6.33 7.06 3.16 16.39 9.54 11.11  5.46 17.25 11.23  2.78 3.26
8 512 16.74 10.73 9.80 3.61 20.69 1399 1127  6.69 2238 15.02 3.04 371
8 1024 2224 1439 1041 3.5 2294 1630 1039  6.70 2434 1724  3.09 423
8 2048 2648 1822 8.84 4.67 2473 1698 7.35 6.19 2677 1948 277 4.74
16 128 2.34 1.82 3.98 1.01 1.57 1.67 4.38 0.00 3.23 2.02 0.34 0.00
16 256 493 4.04 3.63 1.81 5.24 3.76 348 0.50 6.87 5.18 0.84 1.42
16 512 10.58  7.02 3.72 4.08 6.50 4.50 3.96 1.24 8.33 7.13 0.82 1.40
32 128 3.01 1.13 1.59 2.13 2.96 191 4.38 0.37 242 3.02 0.80 1.60
32 256 19.04 1498 17.17 10.55 15.00 10.74 5091 10.56 2299 1741 292 7.90
1000E TABLE II
900 - BER(%) RESULTS OF EXTRACTED WATERMARK UNDER SCALING ATTACK
800 - -
:g w00k Image Scaling Factor
= 075 09 1.1 1.5 2
£ 00|
§ sk Barbara 9.13 279 0.00 0.00 0.00
-3 Boat 9.12 446 0.00 0.00 0.00
E 200k Baboon 5.70 1.63 0.00 0.00 0.00
200k Plane 1.63 3.19 0.00 0.00 0.00
ok Peppers 573 127 0.00 0.00 0.00
o T T T Goldhill 6.75 214 000 0.00 0.00
5 10 15 20 25 30
GI’\
TABLE III

Fig. 6. Capacity of the proposed method for BER less than 2%.

bits on the average using Arithmetic coding as a lossless coding.
The block parameters (mean and variance of the third level ap-
proximation) are reduced with lossy coding to 1280 bits using
VQ with consequent loss of 3% in BER. Thus in total the side
information is reduced to 1700 bits on the average per image.

To show the capacity of the proposed scheme, a graph of ca-
pacity versus noise standard deviation is shown in Fig. 6. In
this graph, we have considered a fixed BER of 2% as a typical
value and investigated the maximum message length in bits for
16 x 16 block size which gives a BER of less than this typical
value. The average message length over six test images is shown
in Fig. 6.

B. Performance Under StirMark Attacks

Here, we test the performance using the well-known Stir-
Mark [27] attack set using the parameter settings obtained in
the first experiment. These attacks include geometric distortion
attacks, common signal processing attacks, or both. However,
we assume that the loss of synchronization due to geometric at-
tacks can be compensated for, so that we concentrate solely on
the signal distortions due to attacks as in [28]-[30]. Tables II
and III show the BER results for scaling, median filtering, and
Gaussian low-pass filtering attack with different test images. It
can be seen that the proposed scheme is highly robust against
various attacks. It is interesting to note that the scaling effect has
bigger impact than the low-pass filtering attack as the downsam-
pling and interpolation operations wipe out more of the high-fre-

BER(%) RESULTS OF EXTRACTED WATERMARK UNDER
MEDIAN AND GAUSSIAN FILTERING ATTACKS

Image Median Filtering Gaussian Filtering
3x3 5x5 3x3 5x5 TxT7
Barbara  3.98 16.37 1.01 3.84 3.95
Boat 4.38 15.35 0.00 0.00 0.00
Baboon 3.20 1791 0.38 0.38 0.38
Plane 0.38 6.23 0.38 0.38 041
Peppers  0.34 3.00 0.00 0.74 0.74
Goldhill ~ 0.00 8.47 0.00 0.00 0.00

quency content in images, notably in Barbara, Boat, Baboon,
etc.

Moreover, it must be noted that for the scaling attack, we as-
sumed that the detector knows that the original size of the image.
The detector also can find the image size utilizing the side in-
formation. For example the first part of the side information, the
block positions, reveals the image size. Thus, knowing the size
of the original image we can resize the attacked image to its
original size and then decode the watermark data.

The results of BER for JPEG compression attack are shown
in Fig. 7(a). This figure verifies that the scheme exhibits strong
resistance against JPEG attack even with very low quality fac-
tors such as Q = 10%.

Robustness against AWGN attack for various test images is
shown in Fig. 7(b). The robustness of the scheme against intense
noise attacks even with o,, = 30 is noticeable.

To investigate the robustness in combinational attacks, the
BER results for various distortions combined with JPEG com-
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Fig. 7. (a) JPEG compression attack for various quality factors. (b) AWGN
attack for various test images with different noise variances.

TABLE IV
BER(%) RESULTS FOR JPEG COMPRESSION (Q-factor = 20) ATTACK
COMBINED WITH VARIOUS OTHER ATTACKS

Attack Barbara Boat ~ Baboon Plane  Peppers Goldhill
JPEG_20+Scaling(0.75) 1499 1138 4.62 191 749 838
JPEG_20+Scaling(0.9) 490 309 087 313 136 298
JPEG_20+Scaling(1.1) 1.80 352 082 066 000 1.64
JPEG_20+Noise(opn=1) 0.00 000 0.00 0.00 0.00 0.00
JPEG_20+Noise(cr=5) 0.01 002 000 0.00 007 0.02
JPEG_20+Noise(c,=10) 032 040 001 0.02 053 022
JPEG_20+Med_(3 X 3) 638 243 120 002 084 0.75
JPEG_20+Med_(5 X 5) 15.64 12.11 10.70 6.24 357 3.09
JPEG_20+Gaus_(3 x 3) 191 000 072 038 084 0.00
JPEG_20+Gaus_(5 X 5) 347 000 262 038 140 0.38

pression with a quality factor of 20 is presented in Table I'V. This
table confirms the robustness of the proposed scheme against
this kind of combinational attack.
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TABLE V
BER(%) RESULTS OF EXTRACTED WATERMARK UNDER ROTATION ATTACK

Image Rotation Angle (Degree)
-5 2 -1 -0.5 0.5 1 2 5

Barbara 392 392 353 314 198 198 198 236

Boat 3.09 309 270 191 0.00 000 0.00 0.35
Baboon 633 559 559 559 381 381 424 579

Plane 277 231 194 119 080 080 0.80 1.21
Peppers 340 298 255 218 207 314 355 480
Goldhill 197 197 154 116 000 077 116 1.16

In the next experiment, we study the robustness against ro-
tation attack. The proposed embedding approach is robust to
rotation provided that one can compensate for the loss of syn-
chronization. Thus, we propose a synchronization technique to
estimate the rotation angle, rotate back the image, and then de-
code the watermark code. To find the exact rotation angle, we
divide our range of acceptable rotation angles in [—5°, 5°] to 20
small segments to find the rotation angle with the accuracy of
0.5°. For each fine estimation angle 6, we first rotate the re-
ceived image by —6 and then compute the following factor:

N
1 A2 A2
MSEzﬁzljm—m e = il® (G2)

where IV is the number of blocks, o, and p, are, respectively,
the standard deviation and mean of the coefficients in each block
of the original image and 6., and /i, are the standard deviation
and mean of the coefficients in each block of the reversely ro-
tated image in the decoder. o, and p, are available at the re-
ceiver as a secret key and 6., and /i, are calculated in the re-
ceiver. The angle 05 yielding the smallest MSE is considered as
the estimated angle of rotation. The resulted performance is re-
ported in Table V. The high robustness of the proposed method
is obvious.

In the next experiment, we evaluate the probability of error
calculated in (27). As shown in Fig. 8, we calculate and plot
three BER curves: 1) BER for a Gaussian random variable wa-
termarked by the proposed method to prove the validity of the
Gaussian approximation in the approximation band; 2) the BER
result averaged over 100 images; and 3) the analytical BER re-
sults in (27). We can see that the theoretical and experimental
results match perfectly. The good agreement between experi-
mental BER results and the analytical BER figures proves the
suitability of the Gaussian assumption for the approximation
scale in the wavelet decomposition.

C. Comparison With Other Watermarking Schemes

We have compared our watermarking algorithm with its
nearest competitors, namely the algorithms in [31]-[33], which
are blind, semi-blind, and non-blind techniques, respectively.
The methods in [31] and [33] were chosen since they were the
most recent multiplicative ones in the literature, and [32] was
selected on the basis of its similarity to our method. The simu-
lation experiments were run by embedding watermarks at the
same bit rate and PSNR. The results are shown in Tables VI-X
and Fig. 9.
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TABLE VIII
COMPARISON BETWEEN OUR WATERMARKING METHOD AND MWT-EMD
METHOD [31]: BER (%) UNDER ROTATION ATTACK (MESSAGE
LENGTH = 64 bits; PSNR = 42 dB)

Method Image Rotation Angle (Degree)
-2 -1 -0.5 0.5 1 2
MWT-EMD [31] Baboon 56.25 54.69 43.75 45.31 53.13 43.75
Proposed Baboon 7.63 6.80 506 333 4.03 403
MWT-EMD [31] Peppers 62.50 54.69 43.75 40.63 625 48.44
Proposed Peppers  3.38 338 338 0.00 081 325
MWT-EMD [31] Goldhill 53.13 60.94 43.75 50.00 50.00 57.81
Proposed Goldhill 1.57 0.00 0.00 0.00 078 1.64
TABLE IX

COMPARISON BETWEEN OUR WATERMARKING METHOD AND WANG’S
METHOD [32]: BER (%) UNDER JPEG COMPRESSION, AWGN, AND MEDIAN
FILTERING ATTACKS (MESSAGE LENGTH = 256 bits; PSNR = 42 dB)

sult, and BER averaged over 100 test images. Method Image JPEG AWGN " Median
Q=11% o0,=10 3x3
Wang [32] Barbara 16.45 1.45 24.95
TABLE VI Proposed ~ Barbara 043 000  1.60
COMPARISON BETWEEN OUR WATERMARKING METHOD AND MWT-EMD
METHOD [31]: BER (%) UNDER JPEG COMPRESSION ATTACK Wang [32]  Baboon 16.95 1.30 31.65
(MESSAGE LENGTH = 64 bits; PSNR = 42 dB) Proposed Baboon 0.73 0.00 2.85
Wang [32]  Peppers 26.10 1.25 29.35
Method Image JPEG Quality Factor Proposed  Peppers  0.55 0.07 0.16
5 100 15 20 Wang [32]  Goldhill  20.05 1.00  25.60
MWT-EMD [31] Baboon 4.69 0.00 0.00 0.00 Proposed Goldhill 0.43 0.00 0.00
Proposed Baboon 0.00 0.00 0.00 0.00
MWT-EMD [31]  Peppers 625 0.00 000 0.00 TABLE X
Proposed Peppers  0.78 0.00 0.00 0.00 COMPARISON BETWEEN OUR WATERMARKING METHOD AND
MWTEMD [31] Goldhill 1094 000 000 0.00 Tsars WIGM METHOD [33]: BER (%) UNDER JPEG
) COMPRESSION, AND MEDIAN FILTERING ATTACKS (MESSAGE
Pl'OpOSCd Goldhill 0.70 0.00 0.00 0.00 LENGTH = 512 bitS; PSNR = 39 dB)
TABLE VII -
COMPARISON BETWEEN OUR WATERMARKING METHOD AND MWT-EMD Method Image JPEG  JPEG  Median gﬁ:‘ s Rot. Rot.
METHOD [31]: BER (%) UNDER MEDIAN FILTERING ATTACK . R
(MESSAGE LENGTH = 64 bits; PSNR = 42 dB) Q=30% Q=50% 4x4 5x5 1 2.5
WTGM [33] Peppers 840 3.10 22.05 29.1 109 338
Method Image Median Filter Gaus. Filt. Proposed Peppers 0.00 0.00 1590 048 279 3.26
5x5 7Tx7 9x9 5X5 WTGM [33] Goldhill 2.35 0.20 17.60 9.95 6.25 32.05
MWT-EMD [31] Baboon 12.50 12.50 78.13 0.00 Proposed Goldhill 0.00  0.00 5.36  0.00 1.13 132
Proposed Baboon 1.55 4.88 8.89 0.00
MWT-EMD [31]  Peppers  7.81 936  51.56 1.56 . . . . .
Proposed Peppers 000 000  3.00 0.00 be a verification watermark since they insert a known 256-bit
MWTEMD [31] Goldhill 938 938  69.69 6.25 logo. On the other, it can also be interpreted as a transmission
Proposed Goldhill 077 164 5.0 0.00 watermark where logo has to be detected bit-by-bit, hence a

In Tables VI-VIII and Fig. 9, we compared our watermarking
scheme with the MWT-EMD method [31] for the message
length of 64 bits and PSNR (42 dB) for the watermarked
image as used in [31] with the Baboon, Peppers, and Goldhill
images against JPEG compression, median filtering, rotation,
and AWGN attacks. The results confirm that our watermarking
method has better performance than the MWT-EMD method
[31].

The comparison with Wang’s wavelet-based method [32] is
shown in Table IX. Notice that Wang’s method may seem to

case of multi-bit watermarking. In Table IX, we did the experi-
ments by embedding the same watermark length of 256 bits at
PSNR of 42.2 dB after watermarking as in [32] into the Bar-
bara Baboon, Peppers, and Goldhill images. Again, we see that
our method outperforms Wang’s method against JPEG com-
pression, AWGN and median filtering attacks.

Finally, we compare the proposed method with Tsai’s
Wavelet Tree Group Modulation (WTGM) method [33] in
Table X. In this table, we embed 512 data bits in Peppers and
Goldhill images with respective PSNR (39.8 dB) and (38.7 dB)
for the watermarked image as in [33]. The superiority of our
method over [33] is obvious.
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Fig. 9. Comparison between our watermarking method and MWT-EMD
method [31] for different images: BER (%) under AWGN attack. In this
experiment, the message length is 64 bits and PSNR of the watermarked image
is 42 dB as used in [31].

VI. CONCLUSION

We have presented a new robust semi-blind scaling-based
watermarking technique in the wavelet domain. The method
embeds the watermark information in high-entropy blocks
under Watson’s HVS criterion. For watermark decoding, the
maximum-likelihood decoder is optimized for each block, and
which utilizes side information consisting of block positions
and block parameters. Both the embedding in the low-pass
wavelet coefficients and the informed ML decoder contribute
to the robustness of the method against JPEG compression
and additive noise. The probability of error is analytically
investigated and a close form solution is achieved which well
agrees with the experimental results.

The trade-off of imperceptibility and robustness has been el-
egantly solved via the multi-objective optimization approach.
Extensive experiments have indicated that the proposed water-
marking method resists to a host of attacks significantly better
than its competitors in the multiplicative watermark category.
Future work may be performed by developing the proposed idea
in other transform domains such as contourlets and also ex-
tending the ML decoder to correlated coefficients.

REFERENCES

[1] J. Seitz, Digital Watermarking for Digital Media. Hershey, PA: In-
formation Science, 2005.

[2] C.S.Lu, Multimedia Security: Stenography and Digital Watermarking
Techniques for Protection of Intellectual property. Hershey, PA: Idea
Group, 2004.

[3] G.C.Langelaar, I. Setyawan, and R. L. Lagendijk, “Watermarking dig-
ital image and video data: A state-of-the-art overview,” IEEE Trans.
Signal Process. Mag., vol. 17, no. 5, pp. 2046, Sep. 2000.

[4] S. Katzenbeisser and F. A. P. Petitcolas, Information Hiding Tech-
niques for Steganography and Digital Watermarking. Boston, MA:
Artech House, 2000.

[5] P. Moulin and J. A. O’Sullivan, “Information-theoretic analysis of in-
formation hiding,” IEEE Trans. Inf. Theory, vol. 49, no. 3, pp. 563-593,
Mar. 2003.

IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 11, NO. 5, AUGUST 2009

[6] A. Maor and N. Merhav, “On joint information embedding and

lossy compression in the presence of a stationary memoriless attack

channel,” IEEE Trans. Inf. Theory, vol. 51, no. 9, pp. 3166-3175, Sep.

2005.

I. J. Cox, M. L. Miller, and A. L. McKellips, “Watermarking as com-

munications with side information,” Proc. IEEE, vol. 87, no. 7, pp.

1127-1141, Jul. 1999.

[8] M. Ramkumar and A. N. Akansu, “Capacity estimates for data hiding

in compressed images,” IEEE Trans. Image Process., vol. 10, no. 8, pp.

1252-1263, Aug. 2001.

Y. Steinberg and N. Merhav, “Identification in the presence of side in-

formation with application to watermarking,” IEEE Trans. Inf. Theory,

vol. 47, no. 4, pp. 1410-1422, May 2001.

[10] 1. J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon, “Secure spread
spectrum watermarking for multimedia,” IEEE Trans. Image Process.,
vol. 6, no. 12, pp. 1673-1687, Dec. 1997.

[11] J. Hernandez, M. Amado, and F. Perez-Gonzalez, “Dct-domain water-
marking techniques for still images: Detector performance analysis and
anew structure,” IEEE Trans. Image Process., vol. 9, no. 1, pp. 55-68,
Jan. 2000.

[12] Q. Cheng and T. S. Huang, “An additive approach to transform-do-
main information hiding and optimum detection structure,” IEEE
Trans. Multimedia, vol. 3, no. 3, pp. 273-284, Sep. 2001.

[13] Q. Cheng and T. S. Huang, “Robust optimum detection of transform
domain multiplicative watermarks,” IEEE Trans. Signal Process., vol.
51, no. 4, pp. 906-924, Apr. 2003.

[14] M. Barni, F. Bartolini, A. D. Rosa, and A. Piva, “A new decoder for
the optimum recovery of nonadditive watermarks,” IEEE Trans. Image
Process., vol. 10, no. 5, pp. 755-766, May 2001.

[15] M. Barni, F. Bartolini, A. D. Rosa, and A. Piva, “Optimum decoding
and detection of multiplicative watermarks,” IEEE Trans. Signal
Process., vol. 51, no. 4, pp. 1118-1123, Apr. 2003.

[16] T. Ng and H. Garg, “Maximum likelihood detection in image water-
marking using generalized gamma model,” in Proc. 39th Asilomar
Conf. Signals, Systems and Computer, Monterey, CA, 2005, pp.
1680-1684.

[17] V. Solachidis and I. Pitas, “Optimal detector for multiplicative water-
marks embedded in the DFT domain of non-white signals,” EURASIP
J. Appl. Signal Process., vol. 2004, no. 16, pp. 2522-2532, 2004.

[18] J. Wang, G. Liu, Y. Dai, and J. Sun, “Locally optimum detection for
Barni’s multiplicative watermarking in DWT domain,” Signal Process.,
vol. 88, pp. 117-130, 2008.

[19] Z. Wang and A. C. Bovik, “Image quality assessment: From error visi-
bility to structural similarity,” IEEE Trans. Image Process., vol. 13, no.
4, pp. 600-612, Apr. 2004.

[20] Z. Wang and A. C. Bovik, “A universal image quality index,” IEEE
Signal Process. Lett., vol. 9, no. 3, pp. 81-84, Mar. 2002.

[21] T. M. Ng and H. K. Garg, “Wavelet domain watermarking using max-
imum-likelihood detection,” in Proc. SPIE Conf. Security, Steganog-
raphy, Watermarking Multimedia Contents VI, San Jose, CA, 2004, vol.
5306, pp. 854-961.

[22] T. M. Ng and H. K. Garg, “Maximum-likelihood detection in DWT
domain image watermarking using Laplacian modeling,” IEEE Signal
Process. Lett., vol. 12, no. 4, pp. 345-348, Apr. 2005.

[23] A.B. Watson, J. Y. Yang, J. A. Solomon, and J. Villasenor, “Visibility
of wavelet quantization noise,” IEEE Trans. Image Process., vol. 6, no.
8, pp. 1164-1175, Aug. 1997.

[24] M. K. Mihcak, I. Kozintsev, K. Ramchandran, and P. Moulin, “Low-
complexity image modeling based on statistical modeling of wavelet
coefficients,” IEEE Signal Process. Lett., vol. 6, no. 12, pp. 300-303,
Dec. 1999.

[25] D.L.Donoho and I. M. Johnstone, “Ideal spatial adaptation via wavelet
shrinkage,” Biometrika, vol. 81, pp. 425-455, 1994.

[26] F. Gembicki and Y. Haimes, “Approach to performance and sensi-
tivity multiobjective optimization: The goal attainment method,” IEEE
Trans. Autom. Control, vol. AC-20, no. 6, pp. 769-771, Dec. 1975.

[27] F. A. P. Petitcolas, “Watermarking schemes evaluation,” IEEE Signal
Process. Mag., vol. 17, no. 5, pp. 58-64, Sep. 2000.

[28] A. Z. Tirkel, C. F. Osborne, and T. E. Hall, “Image and watermark
registration,” Signal Process., vol. 66, pp. 373-383, 1998.

[29] J. J. K. O’Ruanaidh and T. Pun, “Rotation, scale and translation in-
variant digital image watermarking,” in Proc. IEEE Int. Conf. Image
Processing, Washington, DC, Oct. 1997, vol. 1, pp. 536-539.

[7

—

[9

[t



AKHAEE et al.: ROBUST SCALING-BASED IMAGE WATERMARKING 833

[30] M. Kautter, “Watermarking resisting to translation, rotation, and
scaling,” Proc. SPIE, vol. 3528, pp. 423-431, 1998.

[31] N. Bi, Q. Sun, D. Huang, Z. Yang, and J. Huang, “Robust image wa-
termarking based on multiband wavelets and empirical mode decom-
position,” IEEE Trans. Image Process., vol. 16, no. 8, pp. 1956-1996,
Aug. 2007.

[32] Y. Wang, J. F. Doherty, and R. E. Van Dyck, “A wavelet-based water-
marking algorithm for ownership verification of digital images,” IEEE
Trans. Image Process., vol. 11, no. 2, pp. 77-88, Feb. 2002.

[33] M. J. Tsai and C. H. Shen, “Wavelet tree group modulation (WTGM)
for digital image watermarking,” in Proc. Int. Conf. Acoustics, Speech
and Signal Processing, Honolulu, HI, Apr. 2007, vol. 2, pp. 173-176.

[34] F. Perez-Gonzalez, J. R. Hernandez, and F. Balado, “Approaching the
capacity limit in image watermarking: a perspective on coding tech-

S. Mohammad Ebrahim Sahraeian (S’08) was
born in Shiraz, Iran, in 1983. He received the B.S.
and M.S. degrees in electrical engineering from
Sharif University of Technology, Tehran, Iran, in
2005 and 2008, respectively. He is currently pur-
suing the Ph.D. degree in electrical and computer
engineering at Texas A&M University, College
Station.

His research interests include image and mul-
tidimensional signal processing, genomic signal
processing, and bioinformatics.

niques for data hiding applications,” Signal Process., vol. 81, no. 6, pp. Bulent Sankur (8770-M"76-SM"90) received the
1215-1238, Jun. 2001. B.S. degree in electrical engineering at Robert
[35] N. E. Huang, Z. Shen, S. R. Long, M. C. Wu, H. H. Shih, Q. Zheng, College, Arnavutkoy, Istanbul, and the M.Sc. and
N.-C. Yen, C. C. Tung, and H. H. Liu, “The empirical mode decompo- = = Ph.D. degrees at Rensselaer Polytechnic Institute,

. . . - . \ Troy, New York.
sition and the Hilbert spectrum for nonlinear and non-stationary time < He is presently at Bogazi¢i (Bosphorus) Uni-

series analysis,” Proc. R. Soc. Lond. A, vol. 454, pp. 903-995, 1998. — . .
[36] 1. M. Chakravarti, R. G. Laha, and J. Roy, Handbook of Methods of , }‘j:?;sc‘:rylcallsggggtnlzurfgglggerfgz Dflfl’samf;‘;;ré’lf
Applied Statistics, Volume 1. New York: Wiley, 1967, pp. 392-394. v . ;

interests are in the areas of digital signal processing,
image and video compression, biometry, cognition,
and multimedia systems. He is the founder and
leader of the image and signal processing laboratory at Bogazi¢i and has been
serving in various industrial consulting tasks. He has held visiting positions at
the University of Ottawa, Technical University of Delft, and Ecole Nationale
Supérieure des Télécommunications, Paris.
Dr. Sankur was the chairman of ICT’96: International Conference on
Telecommunications and of EUSIPCO’05: The European Conference on
Signal Processing, as well as technical chairman of ICASSP’00.

Farokh Marvasti (S’72-M’74-SM’83) received the
B.Sc., M.Sc. and Ph.D. degrees, all in electrical engi-

Mohammad Ali Akhaee (S'07) received the B.Sc. neering, from Rensselaer Polytechnic Institute, Troy,

degr.ee iI} both elec.tronic and communication from _ » NY, in 1970, 1971, and 1973, respectively.
Amirkabir University of Technology, Tehran, Iran, m ) He was an Associate Professor at the Illinois In-
and the M.Sc. degree from Sharif University of e stitute of Technology, Chicago, during 1987-1991,
Te_c hnology, Tehran, n 2005. He is cqrr_ently_pur and from 1992 to 2003 he was an instructor at King’s
sumg the Ph.D. degree n the area of §tatlst1cal signal College, London, U.K. He was granted several re-
processing at the Electrical Engineering Department search grants. Currently, he is a Professor of Sharif

off{harlf Um\}/le_rSIty of ”l"_ec}lm((j)logy.l imedi . University of Technology, Tehran, Iran. His general
15 research interests include multimedia security, research interests lie in signal processing, multiple

watermarking, speech, and image processing. access, MIMO techniques, and information theory.




